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New ABA Guidance for a Technology Breach:  What are your responsibilities to your 

clients in the event of a breach? 

 

By Holly M. Whalen, Weinheimer Haber & Coco, P.C. 

 

Cyber breaches and related incidents may be well known to lawyers and others running 

businesses, but we, as lawyers, also have an obligation, if such incidents occur, to make them 

known to our clients. It is important for clients to be aware of what is happening with their 

confidential, personal, or sensitive information and feeling safe with it in the hands of their 

lawyer. 

On October 17, 2018, the ABA Standing Committee on Ethics and Professional 

Responsibility issued Formal Opinion 483 addressing a layer’s ethical obligations in the event 

their electronically stored information is exposed. All in all, lawyers should be competent, 

ensuring client information is safe, monitoring their technology, and keeping clients reasonably 

informed in the event their information is accessed or lost. 

 Model Rule of Professional Conduct 1.1 states,  

“A lawyer shall provide competent representation to a client. Competent representation 

requires the legal knowledge, skill, thoroughness and preparation reasonably necessary 

for the representation.”
1
 Comment [8] added, “To maintain the requisite knowledge and 

skill, a lawyer should keep abreast… of the benefits and risks associated with relevant 

technology…”
2
 Furthermore, the rules require reasonable effort be taken to establish 

policies and procedures in order to comply with the Rules of Professional Conduct.
3
  

The committee advised that competent representation requires that a lawyer be aware of 

risks that exist when using technology and to take reasonable steps to ensure their clients 

electronic information is safe. Having cybersecurity policies that safeguard and monitor cyber 

systems and an appropriate response plan, help to limit the risk of cyber breaches, or should a 

breach occur, prevent further information loss or damage. 

If a cyber breach occurs, once reasonably suspected or detected a lawyer’s response 

should be prompt.
4
 Having an established plan and procedures in place allows for a quicker and 

more effective response. Such plan or procedures may include steps to: 

1. Identify and evaluate the nature and scope of the breach; 

2. Isolate the threat; 

3. Prevent loss or further loss of information;  

                                                           
1
 See MODEL RULES OF PROF’L CONDUCT R. 1.1 (2018). 

2
 See MODEL RULES OF PROF’L CONDUCT R. 1.1 COMMENT [8] (2018). 

3
 See MODEL RULES OF PROF’L CONDUCT R. 5.1 & 5.3 (2018). 

4
 ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 483 (2018). 
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4. Eliminate or stop the threat; and 

5. Restore the system.
5
 

After a breach occurs, an in-depth post-breach investigation may be needed to ensure the 

breach was stopped and to further identify the scope of the breach. At this time, a lawyer should 

take reasonable steps to determine if notification to a client is required and if so, to whom such 

notification should be made. Since lawyers often retain information for both current clients as 

well as former clients, it is helpful to know the state notification requirements regarding both.
6
 It 

is the nature and extent of a breach that will determine follow-up requirements.  

When material client information was or is reasonably suspected to have been revealed or 

lost, a notification to affected clients will be required under Model Rule 1.4.
7
 Notification must 

provide the client with enough information “reasonably necessary” for them to make informed 

decisions as to their representation. Best practice may require a lawyer to keep his or her clients 

updated on the steps being taken to respond to the breach, to recover any information lost, and to 

inform such clients of the measures being taken to prevent future incidents. 

If a breach were to affect a former client, Model Rule 1.9(c) provides, “a lawyer who has 

formerly represented a client in a matter or whose present or former firm has formerly 

represented a client in a matter shall not thereafter…reveal information relating to the 

representation…”
8
 There is little formal guidance, by the ABA or Model Rules, at to what a 

lawyer should do in the event a former client’s information is breached. However, Rule, 1.16(d), 

sheds some light on this issue that may help to reduce the risk of such information being 

compromised. 

Rule 1.16(d) suggests returning “papers and property” to clients after termination of the 

relationship.
9
 Document retention/destruction policies may be implemented to avoid retention of 

client information altogether. Formal Opinion 483 highlights three practices for lawyers to 

address retention of client information or documents at the conclusion of representation, 

including:
10

 

1. Reach agreements concerning how to handle the client’s electronic information.  

2. Adopt a paper and electronic document retention schedule, thus reducing the amount of 

former client information that is retained. 

                                                           
5
 See MODEL RULES OF PROF’L CONDUCT R. 1.1 (2018). 

6
 Security Breach Notification Laws, National Conference of State Legislators (Sept. 29, 2018), 

http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-

laws.aspx 
7
 ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 95-298 (1995). 

8
 See MODEL RULES OF PROF’L CONDUCT R. 1.9 (2018). 

9
 See MODEL RULES OF PROF’L CONDUCT R. 1.16(d) (2018). 

10
 ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 483 (2018). 
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3. Keep in mind data privacy laws, duties of care, federal and state confidentiality and 

breach notification requirements and any contractual agreements with former client 

regarding the retention of their information. 

It is critical to keep in mind, compliance with state and federal notification requirements may 

not mean that compliance with your ethical obligations as a lawyer were met. Cyber breaches 

should be analyzed in their entirety so that you may understand the scope of the breach, satisfy 

all notification requirements and fulfill your all of your obligations to your clients. 

 


