
 

{00310761.DOCX:1}  

Gone Phishing … Risks to Your Practice in Taking the Bait. 
 
On January 9, 2019, the American Bar Association issued a warning to members over its Twitter feed 

regarding fraudulent billing notices sent to some of its members.  In its tweet, the ABA warned that 

some members have received fraudulent e-bills advising members that their membership fees were 

overdue and threatening revocation of their membership if dues were not paid within 48 hours.  The 

ABA included the below example of a fraudulent communication sent to members.  

 

The ABA confirmed that an actual ABA e-bill will include the Member ID number and the amount of dues 

that are owed.  Unfortunately, the phishing attack against ABA members is not the first attempt by 

cyber criminals targeting lawyers, nor will it likely be the last.  Many state bar associations have also 

warned against phishing scams targeting their members.   

Last year, members of the California State Bar were targeted by a similar phishing scam.  As in the ABA 

incident, the scheme again involved fraudulent emails sent to members purporting to include a past due 

invoice from the State Bar Association and threatening suspension of the victim recipient’s license if the 

renewal fee was not paid.  The fraudulent email included a link to download the invoice.  The California 

State Bar warned members to delete the email immediately and to not follow any links or open any 

attachments.  The California State Bar confirmed that while it does send attorney email reminders about 

fees and continuing legal education requirements, legitimate emails come only from the State Bar’s 

address at “calbar.ca.gov”.       

Many other State Bar Associations have reported phishing attacks against lawyers, including Florida, 

Georgia, Maryland, Nevada, New York, North Carolina, Pennsylvania, Texas and Washington as well as 

others.  The types of attacks reported have taken on many forms such as emails containing alleged 

lawyer disciplinary complaints, fraudulent wire instructions relating to real estate or other transactions, 

counterfeit checks or other debt collection matters and fraudulent court notices.  
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Phishing attacks, at their most basic level, begin with an email sent to the victim that pretends to be 

from a legitimate sender but, in reality, is from someone trying to steal information or otherwise do 

harm to the victim recipient.  As noted above, the scam may attempt to get you to send money from 

your trust account or to disclose credentials by ‘logging into’ a website link contained in the email or it 

may try to get you to click on an attached file or link, which if opened by the victim, would download 

ransomware1 or some other malicious virus providing access to your computer system to the attacker.  

In either event, the costs to your practice could be great.   

What can you do to avoid phishing attacks or prevent such attacks from being successful?  Most 

importantly, be vigilant when it comes to communicating through email or other online sources.  Take 

steps to protect yourself and your firm by: 

 Utilizing appropriate tools to protect your computer and email systems, such as anti-virus 

software and data loss prevention software, use two-factor authentication when possible, 

enable anti-spam filters on email servers and Outlook clients and update such programs in a 

timely fashion. 

 Implementing safe email policies and procedures.  Review closely the details of any unexpected, 

unusual or suspicious email.  Be wary of:   

o Emails from people that you are not expecting or unusual requests given your 

relationship with the purported sender; 

o Emails with misspellings, grammatical mistakes or unusual phrasing in the 

message; 

o Suspicious emails such as those containing improper wording or unusual 

requests; 

o Emails seeking sensitive personal or financial information or requesting that you 

take action such as updating accounts, sending a wire transfer or alerting you 

about a failed transaction.  Never offer or provide personal or confidential 

information in response to a request that you did not initiate.  Verify any 

requests for information with publicly available information or sources; 

o Emails imposing short or urgent deadlines; or 

o Emails which contain links, files or attachments.  Never click on links, open 

attachments or download files contained in emails unless it comes from a 

known, trusted source.   

 Backing up your data frequently.  Should you or an employee fall prey to ransomware through a 

phishing attack, or otherwise, having your data backed up will help to limit interruption to your 

practice. 

 Conducting training on policies and procedures.  Teach your employees how to spot fraudulent 

emails and how to react. 

                                                           
1
 In its 2018 Data Breach Investigations Report, Verizon reported that ransomware is the most prevalent variety of 

malware. 
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What can you do if you, or one of your employees, has been tricked by a phishing attack?  Stay calm 

and do not panic.  Follow the steps of your Incident Response Plan.  If you do not have an IRP, reach out 

to your IT provider or cybersecurity incident response provider for assistance in taking the next step to 

determine whether a breach has occurred and investigate, if necessary.   

If you receive any questionable or suspicious emails, go directly to source to confirm the email is what it 

purports to be.  That could include independently searching the purported sender’s website or 

contacting them by telephone to confirm the appropriate email address or substance of the email.  

Remain vigilant in your email and other electronic communications and trust your gut.  If something 

appears suspicious – it’s better to be safe than sorry. 
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