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Pro Bono Center shares in grant from SeniorLAW
Center to support grandparents raising grandchildren
By Ron Cichowicz

The Pro Bono Center of the
Allegheny County Bar Foundation
recently was awarded a grant from
SeniorLAW Center to support the
growing number of grandparents
raising their grandchildren. The
three-year grant runs from 2019 to
2022 and the Pro Bono Center will
receive a total of approximately $14,000
total or nearly $5,000 per year. 
According to Pro Bono Center Director

Barbara Griffin, her organization is a
sub-grantee of the SeniorLAW Center.
Headquartered in Philadelphia,
SeniorLAW Center provides extended
legal services in multiple counties of
Pennsylvania and legal advice and
information statewide through its
Pennsylvania SeniorLAW HelpLine. The
grant comes from the Administration
for Community Living, a division of
the U.S. Department of Health and
Human Services. SeniorLAW Center
was one of only six organizations
nationwide who received a grant to
enhance legal assistance for older
Americans. 
Describing the work of SeniorLAW

Center, Executive Director Karen
Buck said, “We work every day to seek
justice for older people. We address
the historic and current disparities of
poverty, housing, health, income and
access to justice. Strengthening
intergenerational families is one of
our priorities.” 
Through the grant, SeniorLAW

Center and its partners are charged
with increasing access to legal and other
supportive services for grandparents
statewide. In addition to the Allegheny
County Bar Foundation, partners
include AARP Pennsylvania, CARIE,
the Dauphin County Bar Association,
Grand Central, the Pennsylvania

Association of Area Agencies on
Aging (P4A), the Pennsylvania Bar
Association and Penn Law.
SeniorLAW Center estimates

that more than 100,000 children in
Pennsylvania are being raised by
grandparents.
While this is the first time the Pro

Bono Center was chosen to participate
in this particular grant, Griffin said
her organization has worked with
SeniorLAW Center in the past.
“We have enjoyed an existing

relationship with SeniorLAW Center,”
said Griffin. “We refer clients and
generally collaborate to serve seniors
with low incomes. When they applied
for the grant, they looked to us as a
natural fit and wanted to include us as
a partner.”

Griffin described the Allegheny
County Bar Foundation’s Pro Bono
Center as the nexus between the
members of the bar association and
civil legal aid organizations that
provide direct legal services to
individuals and families with low
incomes. She said the grant will be used
to support Center efforts and services,
including outreach to the community
to be served and making connections
with community organizations that
serve grandparents. This would include
training volunteer attorneys while
trying to reach as many grandparents
as possible to identify and meet their
needs.
“The project is aimed at addressing

the growing need for older adults to
take over as primary caregivers for

young children in their families,” said
Janine Kiah, SeniorLAW Center
Project Director, Pursuing Justice for
Grandparents Raising Grandchildren
in Pennsylvania. 
Kiah added that at the time the

grant was written and submitted it
was during the height of an effort to
respond to the opioid epidemic. 
“Regarding the opioid epidemic,

Pennsylvania is nationally ranked in
terms of addictions and deaths,” Kiah
said. “There are particularly high
rates in Pittsburgh and Philadelphia.
Now COVID has added to the challenges
faced by grandparents raising their
grandchildren.”
“This effort is really important

particularly at this time,” Griffin said.
“Grandparents face the additional
pressures caused by the COVID
crisis. Many are paying rent or
mortgages and supervising children
who are learning at home through
online education.”
Buck added, “Older people are at

the epicenter of this crisis. They are
the most vulnerable, most likely to die
or suffer severe health outcomes.
Grandparents need to protect themselves
and the children in their care as they
take on this heroic role of raising
children when birth parents cannot.”
“We are so excited to be pursuing

this project with our friends and
partners in Allegheny County and
Pittsburgh, which include Justice Debra
Todd, who has led the Pennsylvania
Supreme Court’s elder justice in the
courts initiative; District Attorney
(Stephen) Zappala; Bob Racunas of
Neighborhood Legal Services and, of

Griffin brings unique perspective to position as Chair
of Pennsylvania Lawyers Fund for Client Security

By Ron Cichowicz

Barbara Griffin, Director of the Pro
Bono Center of the Allegheny County
Bar Foundation, has been named by
the Pennsylvania Supreme Court as
Chair of the Pennsylvania Lawyers
Fund for Client Security.
“As Director of the Allegheny

County Bar Foundation’s Pro Bono
Center since 2007, Barbara Griffin has
established an impeccable reputation
for integrity and public service,” said
Pennsylvania Supreme Court Justice
Debra Todd. “This is why I was happy
to nominate her in 2018 for appointment
to the Pennsylvania Lawyers Fund for
Client Security Board.”
“Based on her outstanding

commitment and performance as a
member and Vice Chair of that Board,
the Pennsylvania Supreme Court has
now appointed her as the incoming
Chair. I am confident that this
important Board will accomplish
great things under her stewardship.”
The Pennsylvania Lawyers Fund

for Client Security was established by
the Supreme Court of Pennsylvania in
1982. Its mission is to reimburse
victims of attorney dishonesty in the

practice of law; to preserve the
integrity and protect the good name of
the legal profession; and to promote
public confidence in the legal system
and the administration of justice in
Pennsylvania. 
The Fund’s seven-member volunteer

Board is composed of five lawyer
members and two non-lawyer members,
all of whom are appointed by the
Supreme Court of Pennsylvania. Each
Board member is appointed for a
three-year term and may serve a
maximum of two consecutive terms.
Griffin will chair meetings of the

Board, which occur four times a year
to review claims for compensation.
“A big part of our work is to be

fiscal custodians of the funds we are
entrusted with to distribute on behalf
of the state,” Griffin said. “We need to
ensure the Board stays financially
sound and is able to pay the claims
when awarded. We don’t know from
year to year how many claims we will
get or in what amounts, so we have to
plan for the unexpected.” 
Griffin said the Lawyers Fund is one

of several entities that help maintain
the integrity of the legal profession.
Others include the Disciplinary Board
and Lawyers Concerned for Lawyers.
“Sometimes we see claims against

lawyers whose issues overlap with all
of these organizations, such as lawyers
struggling with addiction who might then
convert their clients’ funds,” Griffin said.
“Part of my work will be maintaining
communication with those boards so
we can all help address the problems
that attorneys might be facing.”
Noting that Griffin will be the 20th

board chair and first woman to hold
that position, Kathryn Morgan,

Barbara Griffin

Older people are at the 
epicenter of this crisis. They are
the most vulnerable, most likely
to die or suffer severe health 
outcomes. Grandparents need 
to protect themselves and the 
children in their care as they 
take on this heroic role of 
raising children when birth 
parents cannot.

– Karen Buck, SeniorLAW Center
Executive Director
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Gender Bias Duty Officers
If you (attorneys or law students) have
observed or experienced any form of gender
bias in your role as an attorney or law
student intern, you may contact any one of
the following members of the Gender Bias
Subcommittee of the Women in the Law
Division on a daily basis. The duty officers
will keep your report confidential and will
discuss with you actions available through
the subcommittee.

Kimberly Brown......................412-394-7995
kabrown@jonesday.com

Jeanine DeBor ........................412-396-5215
deborj@duq.edu

Rhoda Neft ..............................412-606-8387
rhoda.neft@gmail.com

Ethics Hotline
The ACBA Professional Ethics Committee
“Ethics Hotline” makes available Committee
Members to answer ethical questions by
telephone on a daily basis.

February
John F. Becker ........................412-921-1605

Dawn Gull ................................412-440-5718

Matthew McHale ....................412-644-3500

March
Darth M. Newman ..................412-436-3443

Ernest B. Orsatti ....................412-338-1145
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Welcome New Members
The following new ACBA members

were approved at the Feb. 2, 2021
Board of Governors meeting: 

Active Members:

George D. Apessos, Esq.
Matthew R. Barnes, Esq.
Eric Brunner, Esq.
Laura A. Cottington, Esq.
Chelsey A. Dawson, Esq.
Elle Gandolfi, Esq.
Bridget E. Kearney, Esq.
Trevor McKnight, Esq.
Stephanie Moore, Esq.
Justin D. Okun, Esq.
Juan C. Paz-Rosario, Esq.
Lauren Peretich, Esq.
Andrew K. Pratt, Esq.
Jeanette N. Robilliard, Esq.

Helen C. Steiger, Esq.
Amanda N. Thomas, Esq.
Paige K. Thomas, Esq.
Katherine A. Vaky, Esq.
Brandon D. Van Tine, Esq.

Associate Members:

John A. Daller, Esq.
Nicole M. Pardus, Esq.
Eric A. Thomas, Esq.

Active Government/
Legal Services Member:

Hon. Ronald A. Arnoni

Law Student Members:

Matt G. Bauman
Chris Bederka
Ronald Caruso, Jr.
Lina Han
Matthew Hauser
Corey Hemphill
Mark C. Kelley
Collin C. McCourt
Michael A. Pasek
Amber Pavucsko
Taylor J. Pollier
Saffra E. Rahamany
Taylor N. Riedel
Gina T. Rosso
Alec R. Smith
Augustus Thomson
Ashley Trimble

County of Allegheny, a Political Subdivision of the Commonwealth of Pennsylvania, Plaintiff, v.
The Cracked Egg, LLC, Defendant, McVay, J. ...............................................................................................................................................Page 35

COVID-19 Control Measurers—Emergency Preliminary Injunction—Imminent Danger to Public Health—Restaurant

Ruling that the County of Allegheny has shown that an injunction against defendant restaurant food facility accused of violating the
Commonwealth's COVID-19 control measures is necessary to prevent immediate and irreparable harm that cannot be adequately
compensated by damages. Furthermore, the orders of Governor Wolf, Secretary Levine and the Allegheny County Health Department
(ACHD) are constitutional as they are rationally related to the legitimate government interest of protecting the citizens of Allegheny
County from the spread of COVID-19. The orders are not null ab initio as the regulatory statutes were suspended in Governor Wolf ’s
emergency proclamation dated March 6, 2020 and amended on August 31, 2020 and November 24, 2020.

In Re: Estate of D. Renwick a/k/a Raymond Dean Renwick, Deceased v.
Brenda L. Adams and Jeffrey D. Renwick, Co-Executors of the Estate of Raymond D. Renwick, Petitioners v.
Nancy H. Renwick, Respondent, O’Toole, J. ..................................................................................................................................................Page 40

Elective Share—Prenuptial Agreement

Court finds valid prenuptial agreement which results in surviving spouse not entitled to elective share.

In Re: Estate of Kevin Swain, Deceased, O’Toole, J. ....................................................................................................................................Page 41

Non-qualified Plan Beneficiary Designation—Subject Matter Jurisdiction—Mandatory Jurisdiction—Permissive Jurisdiction

The Court finds that it does not have mandatory jurisdiction in regard to dispute relating to non-qualified plan beneficiary designation
and court declines permissive jurisdiction.

In Re: Linda Hart, Individually and as Co-Trustee of the Delores L. Plowchalk and Raymond B. Plowchalk Living Trusts v.
Janice Wolfe and Christina Reed, Williams, III, J. ........................................................................................................................................Page 41

Orphans’ Division Jurisdiction—Request for Reconsideration—Request to Transfer Action

Pursuant to orders by the Allegheny Court of Common Pleas and the Pennsylvania Superior Court, Orphans’ Division has jurisdiction
over property in a living trust; consequently, Orphans’ Division has jurisdiction to deny requests for reconsideration and requests to
transfer the action to Civil Division.

In Re: Estate of Edward J. Potocar, Deceased, O’Toole, J. ...........................................................................................................................Page 42

Appeal of Decision and Order of the Pennsylvania Department of Revenue Board of Appeals.
Inheritance Tax—Inter-vivos Joint Revocable Trust—Surviving Spouse—Sole Use of Funds

Court finds imposition of inheritance tax on 84% of trust corpus to be improper.
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effort of the NAACP to dismantle the
long history of segregation upheld in
Plessy v. Ferguson. Led by Black
attorney Charles Hamilton Houston
and, later, Thurgood Marshall, the
NAACP legal team created an overall
legal strategy that began with cases
challenging the segregation policies at
graduate schools, including several
law schools as early as the 1930s.  
These efforts to dismantle the

institution of segregation served as
the catalyst for the Civil Rights
movement. Black citizens and a
significant number of their white
allies risked their lives and their
livelihoods to mobilize for change. We
learn about Martin Luther King, Jr. in
school but do you know about Fannie
Lou Hamer? You might recognize
John Lewis, but have you read about
Bayard Rustin or Diane Nash? Many

young Black students left the comfort
and safety of college and a secure
future for themselves and risked their
lives to secure a future for generations
of Americans to come, not just for
Black Americans. Their actions and
the actions of countless other Black
people forced the hand of those in
power and brought about the Civil
Rights Act of 1964, the Voting Rights
Act of 1965 and the Fair Housing Act
of 1968.
To understand the significance of

these landmark pieces of legislation
and to realize that Black history is
indeed American history, we first have
to take the difficult step of recognizing
and acknowledging the systems of
oppression that led to exclusionary
laws and policies which necessitated
the fight for change. A perfect example
of this is the GI Bill. The concept of
the GI Bill was to provide veterans
returning from World War II with
opportunities for housing, job training
and education. However, the imple-
mentation of the GI Bill was left to the
states, where racist practices were
rampant. Redlining, restrictive covenants
and refusal of banks to provide loans
to Blacks kept Black GIs from
purchasing homes in many areas.
Many institutions of higher learning
refused to admit Black students and
job training programs failed to provide
Black GIs with equal access to the
tools and facilities that would ensure
them the necessary skills to obtain
good paying jobs. As a very real

example, I had four uncles, my
mother’s brothers, who all fought in
World War II at the same time. They
were forced to ride in separate train
cars from white soldiers, were housed
in separate barracks and still bravely
fought for this country, while my
grandparents prayed for their safe
return and that of their five nephews
who were also serving their country at
the same time. When these young men
came home, there were significantly
fewer options available to them than
their white counterparts, yet they had
all fought the same fight on the same
foreign soil. These inequities have
repercussions that last for generations.  
So, as we contemplate the concept

of Black History Month, we must be
willing to acknowledge the continuing
contributions of Black Americans, as
well as the challenges and barriers
that exist for people of color. If we are
to effectively dismantle dangerous
stereotypes and rewrite the false
narrative that Black people did not
contribute significantly to this great
American experiment, we must
educate ourselves every day and not
just during the month of February.
Some suggested reads include The
Color of Law by Richard Rothstein,
The New Jim Crow by Michelle
Alexander, The Warmth of Other Suns
by Isabel Wilkerson and The Children
by David Halberstam. I continue to
educate myself on things that I was
not taught in school and invite you to
join me on this journey. n

PR E S I D EN T ’ S ME S S A G E

Black History is American History
By Elizabeth Hughes

As Black History month draws to a
close, I want to reflect on the 28 days,
sometimes 29, that are earmarked to
recognize the accomplishments of
Black people in America. Carter G.
Woodson is credited with the creation
of what is now known as Black
History Month. Woodson was the son
of former slaves, who was generally
self-taught until he finally had the
opportunity to gain a formal education.
He attended high school while working
as a coal miner, eventually obtained a
college degree, then ultimately earned
a Ph.D. in history in 1912 from
Harvard University. Dismayed at
the exclusion and erasure of Black
individuals from the narrative of our
nation’s history, Woodson wrote
extensively about the history of the
contributions of Americans of African
descent. In 1926, Dr. Woodson created
Negro History Week, which eventually
became Black History Month.  
As Woodson knew then, Black

people have always been at the
forefront of the movement to achieve
equal rights and equal justice. Out of
this action, historic law and policy is
often created. Some of our nation’s
most important legislation and landmark
decisions have been borne of such
efforts and these steps forward have
set the stage for progress for all
Americans. Brown vs. Board of
Education struck down school
segregation as a violation of the
Equal Protection Clause of the
Fourteenth Amendment and was just
one case in the years long coordinated

Elizabeth Hughes
ACBA President

Looking to hire an
attorney, paralegal, 

legal assistant,
legal secretary or

legal administrator?

Post your employment 
opportunity on jobs.acba.org.
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Erin Dalton named Director of the Allegheny
County Department of Human Services
By Zandy Dudiak

Erin Dalton, the new Director of
the Allegheny County Department of
Human Services (DHS), has spent a
good portion of her career at the
junction where human services and
criminal justice intersect.
Her experience as Executive

Deputy Director of DHS’ Office of
Analytics, Technology and Planning,
combined with previous experiences
working for the U.S. Department of
Justice, as a mayoral appointee to the
Pittsburgh Civilian Police Review
Board and as a county executive
appointee to the Allegheny County
Juvenile Detention Board of Advisers,
has given her insight into the criminal
justice system. Over the years, her
efforts have supported local offender
reentry and other criminal justice
reform efforts.
“Erin’s work on criminal justice

initiatives and predictive analytics is
well known, and has made Allegheny
County a national model, as jurisdictions
from across the country seek to emulate
what we are doing here locally,”
according to Allegheny County Executive
Rich Fitzgerald. “We look forward to
seeing what she will do in this new role.”
Early this month, Dalton replaced

long-time DHS Director Mark Cherna,
who is retiring. Dalton joined DHS in
October 2007 and credits Cherna with
creating a transparent department
and helping his staff create a stronger
system.

“When it comes to values in the
workplace, he has really hired people
who share the value of people coming
first,” Dalton says. “We both believe
systems are stronger when everyone
is represented.”
In her role as Deputy Director of

the Office of Analytics, Technology
and Planning, she was responsible for
analytics and information technology,
evidence-based planning, budget,
finance and human resources. 
“Analytics and planning have a

special role in decision making,”
Dalton said, noting that because the
deputy roles at the DHS are part of
the leadership, she has a good
understanding of how the department

operates. “I definitely had a seat at the
table in preparing these decisions and
a good view into how these decisions
are made. I feel I’ve seen a lot of how
the department runs.”
Under Dalton’s leadership, the

department’s analytic infrastructure
and team has grown from one analyst
to six teams with over 30 analysts who
support the agency and community. She
created AlleghenyCountyAnalytics.us,
a platform where publications,
interactive visualizations, data and
tools can be accessed by the public. 
During her time with DHS, Dalton

has focused on enhancing and expanding
partnerships with the public schools,
courts, emergency services and
healthcare systems to integrate care
and improve outcomes for the public.
Dalton has also tested new approaches
to client and community engagement
that have been adopted to increase
DHS’s reach and impact. 
Her focus on data and ensuring that

it was used to assist the department in
making life-impacting decisions is an
important part of the successes of the
department. These efforts have made
her a national expert in the areas of
child protection, housing, and prevention
services.
Dalton has had the opportunity to

work with local parent and child
advocacy groups, including ACBF’s
Juvenile Court Project and KidsVoice.
She said on many occasions, represen-
tation by a lawyer in those matters has
“wildly different outcomes” than

when no lawyer is present. She sees
DHS and the legal community as
having “very enmeshed work.”
“I am appreciative to have the

opportunity to build on the relationships
that DHS has developed with its clients,
service providers and community
partners,” said Dalton. “This is partic-
ularly true at a time when it’s so
critical that we band together to help
support people through the most
significant health and economic crises
of our time.” 
The pandemic has posed significant

challenges with so many residents
who have lost income and/or are facing
eviction. While understanding the
dilemma of landlords, Dalton points
out that the CDC has indicated that
people being forced to live on the
street is not good for public health, so
DHS is working with the courts to
help those affected.
Dalton began her career working

as a researcher for the National
Institute of Justice, the research,
development and evaluation agency of
the U.S. Department of Justice (DOJ).
During her time with the agency, she
had the opportunity to work with
offices of the U.S. Attorneys throughout
the country.
When Dalton came to Pittsburgh,

she worked for about a year on
violence prevention for the local U.S.
Attorney’s Office. She cites her work
with the DOJ, local criminal and

Resolution.
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IS YOUR CHILD INTERESTED
IN ATTENDING YALE OR

THE UNIVERSITY OF PARIS?

Under the will of Kennedy T. Friend, a distinguished Pittsburgh
attorney, the children of Allegheny County attorneys who desire
to attend either Yale University or the University of Paris are
eligible for scholarships to those universities. The scholarships
are available for students pursuing a graduate or undergraduate
degree in any field of study at those institutions, not just law.

Don’t delay – scholarship applications should be submitted at
the same time as the admission application to the respective
institution is submitted. 

Get a scholarship
through the
Kennedy T. Friend
Education Fund

For more information, visit
www. ACBF.org/Kennedy-Scholarship-Fund

Or contact Angelina Lowers of
PNC Institutional Asset Management at 412-807-3309.

Erin Dalton

Continued on page 6



February 26, 2021  / Page 5

Dollar Bank’s fraud mitigation o�ering combines a variety of treasury management 
solutions designed to protect your accounts from unauthorized transactions, including 
fraudulent checks and electronic transactions. Together, these solutions provide you with 
transparency, agility and peace of mind.

Treasury Management Solutions to Meet Today’s Challenges
We know that the business environment keeps changing, and that having the right tools, 
backed by personal service, is essential to your company’s �nancial success. Our treasury 
management solutions are designed to address your cash management, risk and liquidity 
concerns, and to help you manage your �nances with greater e�ciency, control and 
con�dence.

PROACTIVE DEFENSE
Powerful Tools Help Protect Your 
Business from Fraud

       Equal Housing Lender. Member FDIC. Copyright © 2021, Dollar Bank, Federal Savings Bank. BUS067_21

$

BUSINESS
CHECKING

CashANALYZER® Management System

Positive Pay

Automated Clearing House (ACH)

Remote Deposit

Business Preferred Credit Card

Choose a partner as committed as you are. Let’s talk @ 412-261-7544.

Law firm billing – It can be simpler
By Keith Cameron

Introduction

In your role as a billing partner
(BP), you tend to find yourself in a
long, tedious process that comes full
circle. It begins by spending long
hours redirecting prebill time entries
to the correct clients and matters, to
adjusting the time worked appropriately
and editing time entry descriptions,
your own and others, to then submitting
your revisions, which will come back
for you to confirm your previous changes
and possibly make additional changes
until you (finally) create a final bill. 
The purpose of this article is to

describe a way to make the role of the
billing partner simpler, more efficient
and less time-consuming.
Most administrative tasks in a law

firm, like billing, have a workflow, or a
sequence of steps which result in the
end product. For example, your firm’s
workflow to request a check might
look like this: you ask a person (or
submit a form) for a check, a person in
authority authorizes the payment, the
check is written, the check is signed
by an authorized signer, and then the
check is given to you or sent to the
designated recipient. 
Similarly, creating your bills has an

established workflow. This workflow
results in accurate bills being

successfully produced every month.
The billing workflow in most firms was
adopted years ago, and it works. So
why change it? Because believe it or not,
there’s a way to do it just as effectively
but quicker and with less aggravation. 

Current Billing Workflow

Most firms’ billing workflow
resembles the following steps: 
1. At the beginning of each month,

every billing partner (BP) receives
prebills for unbilled work performed
for their clients.

2. As the BP, you review the prebills
for items like appropriate time entry
description, amount of time worked,
hourly billing rate, expenses incurred,
and total amount of the bill. You make
corrections of errors and changes to
conform the bill to your standards for
the client. 
3. The revised prebills are returned

to a colleague, usually in your
Accounting Department, to enter your
changes into the billing system.
Sometimes, changes are returned to
the attorney who entered the time for
clarification before proceeding.
4. In a few days, the revised prebills

are returned to you, and you review
them to confirm that your changes
were accurately incorporated. If
questions arise with your change
notations and handwriting, it further
extends the process and your time
spent. My description may be less
complicated than the actual process of
editing your prebills, which could
involve multiple series of steps to
review and confirm, which take place
over more than a week. 

5. After your final approval, bills for
each client are then printed for your review.
6. In some instances, you may

decide on additional changes on a few
of the final bills and return them to
Accounting to make those changes.
7. After the last round of changes, a

final, final bill is created on the system
and then printed for you to send to
your client, which you may review one
final time before sending.
8. You mail (or email) the bill to the

client.

The Path to a Simpler Billing
Workflow

What if you could eliminate the
most time-consuming parts of your
firm’s current workflow, including the
need for prebills (steps 1-4)? No more
prebills, none of the numerous back-
and-forth edits to the time entries, and
no more incorrect client/matter
designations. Finding errors, or the
need for corrections, on bills should
be the rare exception, not the norm.
This is a vision of what could be. Of
course, you would want to review the
bills, but reviewing for content takes
far less time than proofreading and
tracking edits to be made.
How can you transition from your

current workflow to the described

L A W  P R A C T I C E  M A N A G E M E N T

Keith Cameron

Find this page helpful? Want more
information and resources to help 
you run your practice? Check out the
ACBA’s Law Practice Management Center
at ACBA.org/PracticeManagement.

Continued on page 10
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1Barron's listings are based on data compiled by many of the nation's most productive advisors, which is then submitted and judged by Barron's. Key factors and criteria for each 
award include: assets under management, revenue produced for the firm, regulatory and compliance record and years of professional experience.

Rankings and/or recognition by unaffiliated rating services and/or publications should not be construed by a client or prospective client as a guarantee that he/she will experience 
a certain level of results from investment advisory services, nor should it be construed as a current or past endorsement of any of the firm's clients. Rankings published by 
magazines, and others, generally base their selections exclusively on information prepared and/or submitted by the recognized adviser. Rankings are generally limited to 
participating advisers. Fragasso Financial Advisors never pays a fee to be considered for any ranking or recognition but may purchase plaques or reprints to publicize rankings. 
 

F R A G A S S O  R E C O G N I Z E D  A S  
B A R R O N ’ S  H A L L  O F  F A M E  A D V I S O R

Barron's names Fragasso Financial Advisors’ founder, chairman and  
CEO Robert Fragasso to the list of 2019 Hall of Fame Advisors.1

The Barron's Hall of Fame Advisors list honors financial advisors  
who have been ranked 10 or more years on one of the following lists:  

Barron's Top 100 Financial Advisors, Barron's Top 100 Independent Advisors  
or Barron's Top Women Financial Advisors. Fragasso has consistently  

been recognized by Barron's since 2007.  

Under Robert Fragasso's leadership, the firm has grown to employ nearly 50  
professionals across five locations in the Pittsburgh region. Fragasso Financial Advisors 

has $1.4 billion under management and non-advisory assets combined.

Investment Advice o ered through Fragasso Financial Advisors, a registered investment advisor.

Call or visit Fragasso  
Financial Advisors today! 
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course, the extraordinary Barbara
Griffin,” Buck said. “Barbara has
been a valued colleague through the
years through pro bono, development
of the emeritus attorney program and
now this venture. We are eager to
expand services for grandparents in the
western part of the state and address
unmet needs of these families.” 
Buck said SeniorLAW Center

provides critical legal services to
older people who are disproportionately
impacted by COVID-19 and racial
injustice. Pennsylvanians 60 and older
needing legal assistance can contact
the SeniorLAW Center at 1-877-PA SR
LAW or 215-988-1242. Their website
is located at seniorlawcenter.org.
Anyone interested in more

information about the Pro Bono
Center or in volunteering to help the
Center with its important work can
contact Barbara Griffin at 412-402-
6622 or bgriffin@acba.org. n

PRO BONO CENTER  
continued from front page

Executive Director of the Fund, said,
“Over 24 years, I have seen the
Supreme Court appoint to this position
well-esteemed, respected individuals
and Barbara is no exception to that
record. She brings to the Board a
great deal of legal experience but also
the compassion you find at the heart
of a public interest lawyer.”
“I’ve enjoyed working with her

during her first three-year term. She
is just a wonderful person and a great
leader for this group.”
ACBA Director David Blaner

agreed that Griffin is well-suited for
her new responsibilities.  

GRIFFIN 
continued from front page

“We are extremely proud of Barbara’s
appointment as the Chair of the
Pennsylvania Lawyers Fund for
Client Security,” Blaner said. “As the
leader of our Pro Bono Center,
Barbara interacts with clients and
their legal needs every day. Her daily
connection with clients will serve her
well in her new duties as the Chair of
the Client Security Fund.”
“Reviewing requests for financial

reimbursements by clients that did
not receive legal services or had their
fees taken by their attorney is an
extremely important job. I’m confident
that Barbara will provide outstanding
leadership to the Board during her
tenure.”
Griffin brings a wealth of experience

to her new role with the Fund and
said she hopes to bring her unique
perspective the position.
As Director of the Pro Bono Center,

she creates, manages, and supports
programs that provide free legal
services to individuals and families
with low incomes facing legal issues
that threaten their basic human needs.
After earning her J.D. from the

University of Texas School of Law,
where was as an Executive Editor of
the Texas Law Review, Griffin spent
her early years in the legal field in
private practice at both large and
small law firms and has mostly been a
public interest lawyer.
She served as an Assistant Attorney

General for the State of Texas, where
she provided general counsel to the
agency and wrote advisory opinions
on a wide range of issues. She worked
for the Texas House of Representatives
writing reports and summaries of
legislative developments on public
policy issues for state legislators. She
also served as a law clerk to the
Honorable Eugene Strassburger in

the Civil Division of the Allegheny
County Court of Common Pleas.
In 2018, Griffin was named the

Tanya Niemen Pro Bono Professional
of the Year by the National Association
of Pro Bono Professionals. The
Pennsylvania Legal Aid Network,
Inc., named her winner of the 2017
Excellence Award, which recognizes
exceptional individuals who have
demonstrated excellence in their
efforts to expand access to justice for
those who have nowhere else to turn
for help when facing a critical legal
problem.
An Associate Professor at

Duquesne University School of Law
where she teaches the Civil Rights
Clinic, Griffin is a member of the
ACBA and the Pennsylvania Bar
Association, where she was co-chair
of the Military and Veterans Affairs
Committee and co-chair of the Legal
Services to the Public Committee.
Griffin, who holds a Bachelor of

Science degree in Foreign Service from
Georgetown University in Washington,
D.C., is also a director on the boards of
Renewal, Inc. and Legal Services for
Immigrants & Internationals, both
located in Pittsburgh.
“I hope to bring my perspective as

an African-American person and a
woman, but also as a legal aid attorney
who every day sees people with
low incomes, some of whom have
struggled to find funds to hire an
attorney,” she said.
“I became a lawyer because I

wanted to help people. I have been in
public service for a lot of years and
I’m kind of corny about my duty to
serve the citizens of the state and to do
what I can to protect their interests. I
am really looking forward to doing
this work on behalf of the people of
the Commonwealth.” n

family courts, and interactions with
Allegheny County Court of Common
Pleas judges as assets as she starts her
new position.
“I feel comfortable working with

and through these systems to achieve
better outcomes for these folks,”
she said.
Serving as head of the DHS is a

“pretty complicated role,” Dalton
said. “It would be pretty daunting to
someone coming in (from the outside).
I feel lucky that I’ve had time to know
people in the department.”
Dalton has also served as an

adjunct staff member at the RAND
Corporation and as a board member of
Neighborhood Allies. She earned an
M.S. degree from Carnegie Mellon
University’s Heinz School of Public
Policy. n

ERIN DALTON
continued from page 4

Office Depot, OfficeMax discounts
Through the ACBA’s partnership
with Office Depot and OfficeMax, 
individual members and entire
firms can enjoy discounts of up to
55 percent on the purchase of
office supplies and discounts of up
to 70 percent on printing and 
copying services. Firms that spend 
$6,000 or more on office supplies
annually are eligible for additional 
discounts. For more information
or to enroll, see www.ACBA.org/
OfficeDepot or contact David Jarvis
at David.Jarvis@officedepot.com.
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Ransomware attacks targeting attorneys on the rise
By Rachel Aghassi and
Christopher D. Skoczen 

Last fall, the Federal Bureau of
Investigation issued a “High Impact”
warning regarding increased ran-
somware attacks on U.S. businesses
and organizations.[1] This is notable
because, the last time the FBI
addressed ransomware was in 2016.
Ransomware is software used by
cybercriminals to encrypt a victim’s
electronic files, preventing access to
the victim. The criminals then demand
a ransom in exchange for providing access. 
The FBI advised that while overall

ransomware campaigns had declined
sharply, losses from ransomware
attacks are on the rise, as they become
more targeted, sophisticated and costly.
Some estimates put 2019 ransomware
liability in excess of $7.5 billion.[2]
Since then, Ransomware attacks have
only grown more common and more
sophisticated. Hackers recently struck
an accounting firm, a grocery chain,
and a college. Hackers even forced the
city of Riviera Beach, Florida to pay the
equivalent of $600,000 in bitcoins to
rescue the city’s encrypted data.[3] 
Law firms in particular have

become targets of hackers seeking to
profit from ransomware attacks.
Certainly, the DLA Piper attack is the
most notable. In 2017, DLA Piper was
attacked by NotPetya, Russian-malware,
causing the multinational firm to go
off-line for days, wipe their servers
and rebuild from scratch including
15,000 hours in extra overtime for IT
staff. One law firm in Providence,
Rhode Island paid $43,000 to a hacker
group after its data was locked down

for three months. The firm sued its
insurance company when it refused to
cover the claim.[4] More recently,
Seyfarth Shaw was attacked by
ransomware in October 2020.[5]
However, law firms with 500+ attorneys
appear to account for only around 20%
of cyber attacks, the majority of which
instead target smaller firms of 1-19
lawyers at a rate of over 52%.[6] This is
seemingly because smaller law firms
are less likely to have sophisticated
and robust cyber security systems in
place. Law firms and court systems
can also be indirectly affected by
ransomware as their managed service
providers (MSP) are often attacked,
such as TrialWorks in October 2019
and Epiq Global in March 2020.[7]
Ransomware hackers infiltrate law

firms through targeted emails containing
malware attachments, crafted to
appeal to attorneys and their employees.
This method is called “spearphishing.”
Once an employee of a firm clicks on
the email, the malware downloads the
ransomware, encrypting the victim
firm’s files and sensitive material.
Other methods include scam websites
fashioned to resemble cryptocurrency
sites, government agencies or even
well-known security vendors. 
Typically, a hacker wielding

ransomware will lock a firm’s
computer system, then demand a
ransom to release the lock and allow
the firm to resume operations. Recent
attacks, like those by Maze, a ransomware
group which has been targeting firms,
use the threat of publication as an
alternative means of extortion from
law firms. The name of the target is
listed on the Maze website. If no

payment is forthcoming, the hackers
publish a snippet of the data, to show
they mean business. 
Ransomware attacks can expose

attorneys to third party liability. For
example, a recent lawsuit filed in the
D.C. Circuit alleges that a hacking
incident involving a law firm exposed
personal information of its former
client, a Chinese citizen, to a hacker
that had infiltrated the law firm’s
servers.[8] Ransomware hackers black-
mail firms hoping they will pay the
ransom to avoid such a scenario.
One hacker group, Maze, has chosen

to focus on the legal industry, hacking
firms in Texas and Oregon in the last
year. Maze, active since May 2019, is
particularly dangerous because it
threatens to leak confidential data if
the ransom is not paid.  In January of
this year, Maze attacked three small
law firms in South Dakota in one 24-
hour period. Maze published the
names of the law firms on web sites it
uses to announce its targets, threatening
to reveal their data unless they agreed
to pay a steep fee. More recently,
Maze exposed the data of Baker
Wotring LLP, a Texas law firm, including
fee agreements and diaries from
personal injury cases.[9]
What to do in the event of a

ransomware attack? Immediate steps
are to isolate the infected system if
possible, turn off all other computers
and devices, and secure your backups,
then alert your security provider.
Even more importantly, notify your
cyber insurer who may be able to
assist with any cyber incident
response to mitigate potential
damages.

The FBI warns against paying
ransoms, as it “emboldens criminals
to target other organizations and
provides an alluring and lucrative
enterprise to other criminals.” Moreover,
there is no guarantee that the hacker
will unlock the data following payment.
Rather, the FBI requests that victims
report bitcoin wallets used by the
hackers and provide the complete
phishing emails received in the scam.
However, some companies may make
the business decision to pay the ransom,
which can be seen as cheaper than
purchasing new servers, reconstructing
lost data and the cost of business
interruption. Some cyber insurers will
assist with ransom payment. 
However, as an added twist, on Oct.

1, 2020, both the Financial Crimes
Enforcement Network (FinCEN) [10]
and the Office of Foreign Assets
Control (OFAC),[11] posted advisories
on ransomware indicating that there
may be some criminal implications to
banks for paying a ransom. FinCEN
and OFAC are bureaus of the U.S.
Department of the Treasury. Specifically,
the OFAC warns that payments to
certain cyber criminals may be payments
to known threats to national security
or to countries in which the U.S. has
embargos. OFAC warns:
Under the authority of the International

Emergency Economic Powers Act
(IEEPA) or the Trading with the
Enemy Act (TWEA), 9 U.S. persons are
generally prohibited from engaging in
transactions, directly or indirectly,
with individuals or entities (“persons”)
on OFAC’s Specially Designated

Continued on page 10



Page 8 / February 26, 2021

Alternative Dispute Resolution Attorneys
Pittsburgh, Pennsylvania

(412) 338-1100 | www.rothmangordon.com
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Rothman Gordon is now 
o ering Virtual Mediation.
“Seamlessly, Steve was able to handle both mediations via video 
conference, allowing the parties to resolve their disputes e ectively and 
without delay in the midst of the COVID-19 pandemic.”
       - Stephanie Solomon, Esq., HKM Employment Attorneys, LLP

“Lou helped us settle a high-exposure and complicated matter with ease 
and grace. Whether via Zoom or in person, I have full con dence in his 
ability to help resolve di�cult issues and keep all parties satis ed with 
the experience and the results.” 
       - Dana Feinstein, Esq.,  Holland & Knight

            

Pennsylvania Environmental Hearing Board
handles an average of 120 to 150 cases each year
By Zandy Dudiak

Each year, the Pennsylvania
Environmental Hearing Board (EBH)
handles an average of 120 to 150 cases,
providing a forum where persons or
corporations displeased with actions
of the Department of Environmental
Protection (DEP) can seek judicial-
like relief.
Created as part of the Department

of Environmental Resources (DER)
when the department was established
in 1970, the hearing board began
operating on February 15, 1972.
Although the DER split into the
Department of Conservation and
Natural Resources and Department of
Environmental Protection in 1995, the
hearing board continues to exist as an
essential component of the Common-
wealth’s environmental regulation. 
The act that originally established

the DER provided the department
with its own legislative and judicial
arms, both of which have semi-
independent status. The legislative
Environmental Quality Board has the
sole power to adopt environmental
regulations. As the judicial arm, the
EHB operates like a court and has the
sole power to hear and decide appeals
from DEP actions.
The hearing board has offices in

Harrisburg, Pittsburgh and Norristown.
A significant number of cases come
from Southwestern Pennsylvania and
the Harrisburg area, according to
Christina Walker, secretary to the EHB.

While it functions as a court, the
EHB has limited jurisdiction and can
review only final actions of the DEP.
The hearing board also handles
actions brought by the department,
such as complaints for civil penalties. 
More than 13,600 cases have been

filed since the EHB was founded,
including those resulting in settlements.
EHB records and functions have been
computerized since 1989. Since the
late 1990s, the hearing board has
maintained an electronic docket that
includes opinions rendered and
adjudications dating back to 1972.
“Those are downloadable and

searchable,” according to Walker. “All
of our resources are on our website at
ehb.courtapps.com.”
Although the hearing board is still

receiving Notices of Appeal through
the mail and by fax, she strongly urges
attorneys to instead file electronically.
The Notice of Appeal form is available
on the website.
“During the COVID emergency,

we are limited when we are allowed
in the building,” Walker said, so
filings delivered by mail or fax could
delay the docketing of Notices of
Appeals. 
Since May 2020, after COVID-19

hit Pennsylvania, the hearing board
began using Twitter to inform people
about general information, opinions,
adjudications, and cases that have
been closed, withdrawn or settled,
Walker said. The board’s Twitter
handle is @PaEnvHearingBd.

“We felt with the restrictions due to
COVID and everyone working from
home, it was an easier way to get
information out,” she added.
In its early years, the hearing board

dealt mostly with water and air
pollution cases, according to its website.
Then, the cases dealt more with solid
waste issues, such as landfills and
incinerators, and the surface mining
of coal and other minerals. 
More recently, with fracking, the

EHB has tackled cases concerning the
development of energy resources in
an environmentally sound way. Other
subject areas have included dams and
encroachments, oil and gas, air, safe
drinking water, storage tanks,
stormwater management, underground
coal mining, water allocations and
sewage facilities planning.
All adjudications of the EHB are

published annually in printed volumes
containing more than 2,600 opinions.
They are circulated immediately to a
list of subscribers and are published
on the hearing board’s website. 
The website also contains the rules

of practice and procedure, and a manual
that is a guide for attorneys practicing
before the EBH. The website also
features a keyword and query search
of opinions, protocols during the
COVID-19 emergency and other
important resources.
Legal representation is required

for all but individuals, and the EHB
urges all litigants to have a lawyer
because of the technical, scientific

nature of environmental law and the
intricacies of entering evidence into
the record. Litigants dissatisfied with
final decisions of the hearing board
have the right to appeal to the
Commonwealth Court and from there,
possibly the Pennsylvania Supreme
Court. 
These courts have rendered opinions

in more than 400 EHB cases, agreeing
with the EHB in the vast majority of
cases. The EHB also has the authority
to assess civil penalties under some
statutes, and to award legal fees and
expenses to qualifying litigants.
The governor appoints the hearing

board members to six-year terms,
subject to Senate confirmation. The
five EHB members are required to be
full-time administrative law judges
with a minimum of five years of
relevant legal experience. 
The current board members are

Chairman and Chief Judge Thomas W.
Renwand; and Judges Michelle A.
Coleman, Bernard A. Labuskes Jr.,
Richard P. Mather Sr., and Steven C.
Beckman. n

Our Health Care Power of
Attorney and Living Will

documents are available on 
the ACBA website for free at
ACBA.org/POA-Living-Will.



February 26, 2021  / Page 9

How to write a resume to ‘beat the bots’
By Carson Kohler

Here’s a fact that’s not so fun:
When you apply to a job, a recruiter or
manager might never set eyes on your
resume. Instead, your hard work might
get tossed out and never seen again.
In fact, this automatic rejection is

the case for approximately 75 percent
of job applications. Why? Because 95
percent of Fortune 500 companies use
software known as applicant tracking
systems (ATS) to automatically sort
through resumes. Also referred to as
“resume bots,” ATS software method-
ically weeds out the least qualified
candidates. Even if you are qualified
for the position, if your resume is not
formatted to be scanned properly by
the software, it can be rejected for
failing to pass through the system.
To find out how to beat these

resume bots, TopResume analyzed the
resumes of 1,000 professionals in
various industries with at least eight
years of experience. The analysis
uncovered some simple techniques
you can use to slide your resume
past the bots and into the hands of
a human.

1. Don’t put important information
in the header and footer

It might be difficult to showcase
your successes on an 8.5-by-11-inch
space, but don’t create extra room by
stuffing important information into
your headers or footers. Some ATS
software won’t acknowledge that
space, meaning it could miss out on
vital personal information.

A simple fix is to keep all your
information in the body of the
document and expand your margins
slightly.

2. Work in keywords

You might find list after list of
resume buzzwords online, but the bots
aren’t concerned about that fluff.
Rather, the applicant tracking system
judges your skills and experiences
based on keywords featured in similar
job listings.
Figure out which keywords are

important by collecting three to five
job descriptions similar to the one
you’re applying for. Run these
descriptions through a word-cloud
generator like Wordle. The most
frequently used terms will pop out in
big letters. Insert those, where relevant,
into your text.

3. Don’t embed graphics

Picture a juicer. You feed a couple
of carrots into it, a handful of blueberries,
and some ice. Unfortunately, your
juicer probably just broke because it
couldn’t process the ice.
The same thing will happen when a

resume with graphics runs through an
ATS. These systems have a hard time
processing charts, images, and graphics.
Instead, leave those elements for your
personal website or portfolio, and
keep your resume clean and simple.

4. Save your resume in the right
format

Once you feel as though your
resume is ready to beat the bots, go
ahead and click save. Now this part is
very important: Don’t save it as a PDF.
Unless the application explicitly says

PDFs are acceptable, TopResume’s
career expert, Amanda Augustine,
suggests submitting your resume as a
Word document. This allows you to
maintain a bit of creativity while still
passing through the system.
Above all, remember less is more,

so keep the design and formatting
simple to help the bots focus on what’s
important: your skills and experience.
With these tips, your resume will be
seen by more hiring recruiters – not
the black hole of the ATS. n

This article was provided to ACBA
members by TopResume, a company that
offers a range of services including resumes,
cover letters, and LinkedIn profiles. You
can find this article and more like it at
jobs.acba.org/jobseeker/resources.
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From discovery to verdict, we’ve always had your litigation 
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you with a conference center ready to do it all:
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risk, clean up your archives and guard your data to protect your company—before 
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most powerful and efficient tools at hand. So if you’re looking for peace of mind, talk 
to bit-x-bit. We get it.
For ten years, bit-x-bit has been exclusively endorsed by the ACBA for e-discovery and digital forensics.

vision of bills ready to go out the door
sooner? The following actions could
help you make that transition: 
• Eliminate Rework – The most

important action to reduce your
billing time is to eliminate rework on
the time entries. What is rework?
Rework is what you do when you are
redoing someone else’s (or your own)
time entry which appears on your
prebill in a less than perfect condition.
Why does this occur? Because the
author didn’t treat the time entry like
a final version, let alone one that
he/she would be responsible for. If it’s
your time entry, perhaps you considered
it a draft, when really, it should be in
final form. You, as the BP, should not
be expected to correct other attorneys’
unsatisfactory time entries, although
this is what most BPs consider normal
in the billing process.
Consider this: You expect other

attorneys to produce perfect documents
to present to the courts or your clients.
Perfect documents exemplify skills
attorneys are called-upon and
respected for: attention to detail and
superior writing skills. You should
expect the same standards when it
comes to time entries and billing. The
skills exist. It may, however, require
you to enforce your expectations so
other attorneys apply more discipline
until it becomes habit. Strive for this
level of quality and accuracy in every
time entry. 
When you are doing your next

group of prebills, note how many time
entries require corrections and an
estimate of how long it takes to correct
them.
• Uppercase Only – If your time

entries are currently prepared in

LAW PRACTICE MANAGEMENT
continued from page 5

uppercase and lowercase letters,
change the firm’s standard to only
uppercase. Many firms already do
this. Errors you correct may involve
misused capitalization. It also takes more
time to enter the time description
when you must toggle between upper-
case and lowercase. Why set yourself
up for the likely errors related to this
when it’s not necessary? Ask the firms
who use only uppercase – clients don’t
care, so why spend the time here?
• Eliminate Prebills – Eliminating

prebills will take time and strategy.
You will have to build your confidence
in the consistent accuracy of the time
entries which appear on your prebills.
Your confidence will increase as you
work with other attorneys to enforce
your zero tolerance for errors. When
you see a decrease in errors to the
point that you trust the accuracy of
the time entries, it’s then that you
have your Accounting Department
forego the printing of prebills and,
instead, have them print your final
bills for all clients you expect to bill.
• Write Guidelines – If you prefer

that your bills adhere to certain
protocols, write a simple set of guide-
lines to distribute to all attorneys who
work on your clients’ matters. The
small amount of time spent writing the
guidelines will save you significant
time explaining your protocols to
others, and it will result in time
entries conforming to your protocols
more consistently.

Conclusion

The largest gain for BPs would
come from eliminating rework, even if
you forego the other suggestions. It
can feel tedious getting other attorneys
to change established habits, but if
you can achieve it, there are significant

time savings for the BPs. Let’s keep in
mind that this is a monthly task. If
time could be saved while still
maintaining the accuracy of the bills,
consider the positive effect it could
have on your partners every month.
Oftentimes, firm-wide changes are

difficult to start, so consider piloting
the idea with one to two willing BPs.
After several months, you will have the
evidence to show whether the workflow
changes are worth implementing in
your firm. n

Nationals and Blocked Persons List
(SDN List), other blocked persons, and
those covered by comprehensive country
or region embargoes (e.g., Cuba, the
Crimea region of Ukraine, Iran, North
Korea, and Syria). Additionally, any
transaction that causes a violation
under IEEPA, including transactions
by a non-U.S. person which causes a
U.S. person to violate any IEEPA-
based sanctions, is also prohibited.
U.S. persons, wherever located, are
also generally prohibited from
facilitating actions of non-U.S. persons,
which could not be directly performed
by U.S. persons due to U.S. sanctions
regulations. OFAC may impose civil
penalties for sanctions violations
based on strict liability, meaning that
a person subject to U.S. jurisdiction
may be held civilly liable even if it did
not know or have reason to know it
was engaging in a transaction with a
person that is prohibited under
sanctions laws and regulations
administered by OFAC.
Given that paying a cyber ransom

is fraught with complications, prevention
is the best medicine. The FBI recommends
the following to prevent ransomware

RANSOMWARE ATTACKS
continued from page 7

attacks and mitigate damages in the
event of one:
• Regularly back up data on a

format that is not connected to the
network which is being backed up. If
you do this, a ransomware attack will
not cause a significant loss of data.
• Train employees. Employees

should be trained not to open suspicious
emails and other cyber security safety
measure they can take.
• Use up to date antivirus software,

firewalls, and email filters.
• Employ the principle of “Least

Privilege” which states that a user
should be given only those privileges
needed for it to complete its task.
• Implement software restriction

policies or other controls to prevent
the execution of programs in common
ransomware locations, such as temporary
folders supporting popular internet
browsers, and compression/decom-
pression programs, including those
located in the AppData/LocalAppData
folder.
• Employ best practices for use of

Remote Desktop Protocol (RDP),
including auditing your network for
systems using RDP, closing unused
RDP ports, applying two-factor
authentication wherever possible, and
logging RDP login attempts.
• Implement application whitelisting,

only allow systems to execute programs
known and permitted by security policy.
• Use virtualized environments to

execute operating system environ-
ments or specific programs.
• Require user interaction for end-

user applications communicating with
websites uncategorized by the network
proxy or firewall. For example, require
users to type information or enter a
password when their system commu-

Continued on page 11
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nicates with a website uncategorized
by the proxy or firewall. n

This article was prepared by Rachel
Aghassi and Christopher D. Skoczen of
the New York City-based law firm of
Furman Kornfeld & Brennan LLP. For
more information about the above topic
or the authors, please visit:
www.fkblaw.com. We trust that the
above article was useful and thought-
provoking; however, please note that it is
intended as a general guide and opinion
only, not a complete analysis of the issues
addressed, and readers should always
seek specific legal guidance on particular
matters. This material is for informational
purposes only. It is not intended to be
exhaustive nor should any discussions or
opinions be constructed as legal advice.
The insurance policy language will
determine the actual coverage afforded
to an insured. Contact USI Affinity for
any insurance questions you may have
regarding your particular situation. USI
Affinity is not responsible for the content
of the information provided or for the
consequences of any legal actions taken
on the basis of the information provided. 

[1] Alert No. I-100219-PSA.
www.ic3.gov/Media/Y2019/PSA191002.

[2] Emisoft, blog.emisoft.com/en/
34822/the-state-of-ransomware-in-the-us-
report-and-statistics-2019.

[3] Mezzei, Patricia. Hit by Ransomware
Attack, Florida City Agrees to Pay Hackers
$600,000. The New York Times.
www.nytimes.com/2019/06/19/us/florida-
riviera-beach-hacking-ransom.html.

[4] Goud, Naveen. Hackers Lock Law
Firm Files for Three Months with
Ransomware. Cybersecurity Insiders.  

[5] Cassens Weiss, Debra. Seyfarth Shaw
is in “Restoration Phase” after Malware

RANSOMWARE ATTACKS
continued from page 10

Attack. The ABA Journal. www.abajour-
nal.com/news/article/seyfarth-shaw-is-in-
restoration-phas-after-malware-attack.

[6] Schreider, Tari. Ransomware Attacks
in the Legal Profession. Law.com.
www.law.com/corpcounsel/2020/05/26/ran
somware-attacks-in-the-legal-profession.

[7] Id.
[8] See Guo Wengui v. Clark Hill, PLC, et

al., 2020 WL 837166 (D.C.C. Feb. 20, 2020). 
[9] Smith, Patrick. Maze Hackers Publish

Texas Law Firm’s Confidential Data.
Law.com. www.law.com/2020/02/11/maze-
hackers-delist-texas-law-firm-as-ransom-
pressures-mount.

[10] FIN-2020-A006. www.fincen.gov/
sites/default/files/advisory/2020-10-
01/Advisory%20Ransomware%20FINAL%2
0508.pdf.

[11] October 1, 2020 Department of the
Treasury Advisory on Potential Sanctions
Risks for Facilitating Ransomware Payments.
home.treasury.gov/system/files/126/ofac_
ransomware_advisory_10012020_1.pdf.
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ADR professionals as both mediators
and arbitrators in the same matter
By Linda A. Michler                                                                                                                     

Before determining any processes
in a two-step mediation and arbitration
(med-arb), start with contemplating
whether it is a good idea for you as the
ADR professional to assume the role
of mediator and then as arbitrator.
The objectives of the parties and
perhaps even the ADR professional are
to save time and the costs of educating
another neutral. The next time you or
counsel proffers the idea of a med-arb,
think carefully about the inherent
drawbacks. Then make a decision. I
almost always decline.
Private caucusing in a mediation is

usually the norm, with the mediator
adjusting his or her approach to what
the parties need at a specific time. In
other words, first developing trust with
the mediation participants, particularly
the clients, diagnosing what is impeding
progress, and determining how that
impediment might be overcome in
order to progress. This approach
helps the mediator be impartial and
honest – someone confidences can be
shared with – and also provides private
and valuable information that can
provide settlement alternatives.
Mediators use the private caucuses to
learn the parties’ case strengths and
weaknesses in greater detail than might
be provided in pre-session submissions
or conferences with counsel. They
also allow the mediator to play devil’s
advocate to conduct reality testing
and to challenge factual and legal
positions, sometimes aggressively.
Arbitration is an adjudicative

process that relies upon neutrality and
objective procedural fairness. The
procedural rules may be more relaxed
than court; the principle of searching
for the truth is not relaxed. It remains
the foundation of the process and
procedure. Ex parte contact is prohibited.
Any communication that may happen
must be conducted in front of the
other party. No one wants untested and
unchallenged evidence to potentially
influence the arbitrator.
If the mediator has had private

conversations with a party, there is
simply no way to protect the disclosing
parties’ confidences and the integrity
of the arbitral process. The mediator
inevitably has learned information,
without opposition, that likely colors
the impression of the case. Mediators
are human. Even worse, if a party has
decided beforehand that it will not
settle and wants to arbitrate no matter
what, the opportunity for mischief is

great. Private sessions can be used by
a disingenuous party to influence the
mediator/future arbitrator, knowing that
the other side cannot challenge unless
the disingenuous party has permitted
dissemination of the private information.
As neutral and fair as one might want
to be, these ex parte communications
necessarily risk preconceived bias in
the subsequent arbitration.  
The mediation process is inimical

to a fair arbitration. Many mediators
decline as a general rule. However,
there are a few exceptions to this
general rule. Before any part of a
mediation begins, discuss whether the
parties might want to do a step-up
process. Full disclosure of the risks, in
writing and in detail, likely are
required under ethical rules and as a
matter of prudence. Explain the
reluctance to mediate first and then
arbitrate. Suggest the alternative of
arbitrating first and then mediating
after the evidence is presented but
before an award is issued. This form
of a stepped-up process can guarantee the
certainty of a resolution while main-
taining the integrity of both processes. 
The process would work as follows:

the arbitration proceeds to a conclusion
in as streamlined a process as the
parties feel comfortable using. At the
conclusion of the presentation of the
evidence and any closing arguments,
the arbitrator would write a simple
Award. The mediation would take place
within a few days, no more than that.
This gives the parties an opportunity
to digest what happened in the
arbitration. Next step, the mediation
commences. Knowing that the outcome
of the arbitration has already been
determined but not revealed seems to

give the parties added incentive to
reach a negotiated solution. Plus, the
integrity of the arbitral process has
been protected since the award was
drafted before the mediation and its
ex parte contact began. 
Advantages of this step-up process

are that the parties are only hiring one
neutral. The presentation of the
evidence and argument in the arbitration
has allowed for the ADR professional’s
education about the legal issues and
strengths and weaknesses of each
side’s case, saving time that would
otherwise be expended if mediation
were conducted first. Most importantly,
the parties have been ensured of a fair
process that has not been corrupted
by accidental or intentional contami-
nation from disingenuous statements
made by a party in a prior mediation.
Of course, during the arbitration and
the mediation process the neutral
must be careful not to reveal, by body
language or word, the decision set
forth in the final award.
Another exception to a mediator’s

general disinclination to mediate and
then arbitrate would be in those
instances in which the parties included
in their settlement term sheet or
agreement that the mediator be
engaged again if an unexpected
dispute arises, such as sometimes
happens when the final version of the
settlement agreement is being negotiated.
Accepting a mediation engagement
when the matter is intended to re-settle

a case that everyone thought was
settled simply does not create the
ethical dilemmas that a mediation-
arbitration does.  
Whether online or in person, the

combined process of an arb-med can
be beneficial in certain matters. Just
make sure the process is structured
properly and in advance. Think
carefully the next time the idea of a
mediation – arbitration is discussed.
The cost savings may not be worth it. n

Linda A. Michler is an arbitrator and
mediator and may be reached at 412-
854-4315/412-480-1731 or online at
www.nadn.org/linda-michler. She is a
member of the National Academy of
Distinguished Neutrals and is on the
roster of the American Health Law
Association’s Dispute Resolution Service,
CPR’s Employment Disputes, Mass
Claims, Franchise, Banking, Accounting
and Financial Services Panels, FINRA’s
Neutral rosters, and the American
Arbitration Association’s neutrals for
mediation and arbitration including
bankruptcy, landlord-tenant/real estate,
and disaster panels. She is the Publications
Chair for the American Bar Association’s
Dispute Resolution Section’s Arbitration
Committee. Copyright © 2021, all rights
reserved. This information or any portion
thereof may not be copied or disseminated
in any form or by any means or down-
loaded or stored in an electronic
database or retrieval system without the
express written consent of the author.

Linda A. Michler
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Committee and an elected member of
the ACBA Probate and Trust Law 
Section Council. In acknowledgement
of his accomplishments, Dempsey has
recently been appointed by the
Supreme Court of Pennsylvania to the
Orphans’ Court Procedural Rules
Committee. As a former Prosecutor
with the Allegheny County District
Attorney’s Office, Giuffre’s main area
of focus now is representing clients in
a wide variety of criminal and civil
litigation matters. Giuffre has been
recognized as a Super Lawyer, a Top
Attorney in Allegheny County and a
Best Attorney in Pennsylvania. He is a
member of the Million Dollar Advocates
and is an invited member of the
Academy of Trial Lawyers in Allegheny
County.

Burns White LLC is pleased to
announce the promotion of Kathleen
P. Dapper and Daniel W. Inadomi to
Member. Dapper is a Member who
focuses her practice on litigation. Her
experience ranges from handling
insurance coverage and extracontractual
matters where she represents insurers
in a variety of bad faith and coverage
disputes, to working with clients as
part of the firm’s Transportation and
Logistics practice group. Dapper is a
Hearing Committee Member serving
the Disciplinary Board of the
Supreme Court of Pennsylvania.
Inadomi is a Member focusing his
legal practice on commercial litigation,
insurance coverage and extracontractual
litigation, and financial institution
litigation.

People on the Move
The Webb Law Firm is pleased to

announce that Sima Lotfi has been
hired as associate of the firm. Lofti
has a background in neuroscience and
neuronal circuitry mapping. Before
earning a J.D. from the University of
Pittsburgh School of Law, she completed
a Bachelor of Arts degree in Neuro-
science and Philosophy from Wellesley
College in Wellesley, MA.

The Webb Law Firm is pleased to
announce that Angus Knowles has
been hired as associate of the firm.
Knowles has a background in mechanical
engineering, having completed a
Bachelor of Science degree in
Mechanical Engineering at the 
University of Vermont. In May 2020,
Angus earned a J.D. from the University
of New Hampshire Franklin Pierce
School of Law, where he also completed
a graduate certificate in Intellectual
Property.

The Webb Law Firm is pleased to
announce that Bridget Kearney has
been hired as associate of the firm.
Kearney has a background in electrical
engineering, having completed a
Bachelor of Science degree in Electrical
Engineering at the Rochester Institute
of Technology in Rochester, NY. She
later earned a J.D. from Duquesne
University School of Law.

Fisher Phillips
is pleased to
announce the
arrival of Brian
Balonick as a 
partner in the
firm’s Pittsburgh
office where he
will become the
Regional Manag-
ing Partner for the
office. Balonick
has a multi-
faceted labor and

employment practice which includes
representing employers in traditional
labor matters, litigating employment
and restrictive covenants disputes,
and providing preventive employment

News and Notes
The Webb Law Firm is pleased to

announce that John C. Thomas has
been promoted to partner of the firm.
His practice involves the prosecution
and protection of patents, trademarks
and copyrights, as well as intellectual
property litigation and legal opinions.
He is an experienced trial lawyer,
serving as trial counsel on both jury, bench
trials and arbitration proceedings.

The Webb Law Firm is pleased to
announce that Christopher P. Sherwin
has been promoted to partner of the
firm. He is an Intellectual Property
attorney with a background in
mechanical engineering. He has
extensive experience in patent 
application preparation and prosecution
as well as patent searching, including
patentability, invalidity, freedom-to-
operate and landscape patent searches.
He also has extensive experience in
trademark portfolio management,
including trademark application
preparation and prosecution, trademark
searching, and trademark opposition
proceedings.

The Webb Law Firm is pleased to
announce that Michael J. Grese has
been promoted to senior associate of
the firm. Grese is an Intellectual
Property attorney with a background
in chemical engineering, earned from
Case Western Reserve University.
Michael’s practice includes counseling
clients on patent prosecution matters,
particularly in chemical, computer
systems and mechanical arts.

The Webb Law Firm is pleased to
announce that David S. VanVliet, Ph.D.
has been promoted to senior associate
of the firm. He is an Intellectual
Property attorney with expertise
securing and enforcing patent rights
in the chemical and life sciences
space, earning a Ph.D. in Medicinal
Chemistry from the University of
North Carolina at Chapel Hill. David
helps draft and prosecute patents in
the chemical space and also writes
opinions with respect to freedom-to-
operate, noninfringement and invalidity
of existing patents. 

Frederick B.
Goldsmith, man-
aging member of
Goldsmith &
Ogrodowski, LLC,
was recently
named Vice Chair
of the Marine
Torts & Casualties
Committee of the
over 3,600 member
Maritime Law
Association of the
United States, of

which he is a Proctor Member. 

Jones, Gregg, Creehan & Gerace,
LLP has announced the addition of
Thomas J. Dempsey, Jr. and Paul
Giuffre as Partners. Dempsey focuses
his practice on litigation in the fields
of guardianship, fiduciaries, and
estates in the Allegheny County
Orphans’ Court division, as well as
other Orphans’ Courts. He is a founding
member of the ACBA Elder Law

Bar Briefs
r e p r e s e n t i n g  
commercial vessel
and railroad
crewmembers, oil-
field and pipeline
workers, and other
industrial setting
workers and their
families in serious
personal injury
and death cases.

M c G r a t h
McCall, P.C. is
pleased to welcome
Jared A. Sheinberg
as the firm’s
newest associate
attorney. Jared has
been with the firm
since 2019 as a law
clerk and will focus
his practice in the
areas of banking,
business, real estate
and creditor’s
rights on behalf of
the firm’s financial

institution and corporate clients.

Change in Status
Richard McCague has been placed

on temporary suspension.

counseling services on all aspects of
labor and employment law.

Gordon Rees
Scully Man-
sukhani welcomes
Steven J. Forry as
a partner in the
firm’s Pittsburgh
office. Forry joins
the firm’s Health
Care and Product
& General Liability
practice groups.
He has extensive
experience handling
trial and appellate

matters in high-exposure and high-
profile cases for physicians, hospitals
and professional liability insurance
carriers. He has also had primary
responsibility for jury and non-jury
trials in both state and federal courts
in multiple jurisdictions.

Goldsmith & Ogrodowski, LLC is
pleased to welcome Eric A. Iamurri as
an associate. A combined JD/MBA
graduate of Tulane University, where
he was a member of the Tulane
Maritime Law Journal, Iamurri
obtained his B.A. cum laude from
Villanova University. He focuses on
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The Young Lawyers Division Ad Hoc Anti-Racism Committee hosted a
night with Pittsburgh writer, critic, humorist and satirist Damon Young
on Feb. 4 as he spoke about his debut memoir “What Doesn’t Kill You
Makes You Blacker: A Memoir In Essays.” The book is a tragicomic
exploration of the angsts, anxieties and absurdities of existing while
Black in America – and specifically – in Pittsburgh.

A Night with Pittsburgh Author Damon Young

Lawyers’ Mart

Visit  us today at ACBA.org.

APPRAISALS
ANTIQUE AUTO APPRAISALS for all vehicles 1900 to
2005. Expert Witness. Diminished Value. Certified 
Appraiser – K. Merusi. 412-731-2878.

ESTATE PLANNING
IF YOUR CLIENTS ARE CONSIDERING CHARITABLE
GIVING as part of their estate planning The 
Pittsburgh Presbytery Foundation can provide a means
to support charitable work helping those in 
need throughout SW Pennsylvania. For more information
contact the Foundation at www.pghpresbytery.org/
pghpresbyterianfdn.htm or Rev. Dr. Douglas Portz at
412-323-1400 Ext. 318.

OIL, GAS & MINERALS
ATTORNEY STEPHEN RALPH, PROFESSIONAL GEOLOGIST
Oil & Gas Transactions, Mediation, Asset Management
and Consulting. 724-519-8094. OilandGasMediation.com

OFFICE SPACE
OFFICE SPACE AVAILABLE IN GRANT BUILDING –
1-2 private furnished offices available with one shared
large conference room/reception area. $500/month 
for 1, $850/month for 2. 412-945-7210, 
DrEdwards@DrShannonEdwards.com.

PROCESS SERVICE
INVESTIGATING

THE IMPOSSIBLE WE DO RIGHT AWAY! MIRACLES
TAKE A LITTLE TIME. EMPIRE INVESTIGATION 412-921-
4046. Visit us on our website, www.empireinv.com.
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Through its Westlaw and Prac cal Law
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