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Cyber attacks: It’s not a matter of ‘if ’
How to minimize
risk to firms, clients
By Chris Foreman

Chain retailers, banks, healthcare
systems and political figures aren’t
the only targets of hackers striving to
pry access to electronically maintained
data. Increasingly, law firms are
susceptible to breaches of digital
records that might contain sensitive,
well-organized information about a
client’s competitive secrets or even
the firm’s litigation strategies.

Survey results released by the
American Bar Association in December
suggest that some attorneys aren’t
prioritizing cybersecurity protections
despite the lurking dangers. In the
ABA’s latest annual legal technology
survey, about 21 percent of responding
attorneys reported that their firms did
not have a policy concerning their
firm’s technology practices. 

Yet, the risk of a breach remains
significant in a professional world
that’s heavily reliant on email commu-
nications and the convenience of
laptops and smartphones for work on
the go. About 14 percent of respondents
in the 2016 survey confirmed a breach
at some point in their firm’s history.

That’s why Holly Whalen, an attorney
with Cipriani & Werner, emphasized
during last month’s “Cybersecurity:
Identifying and Avoiding Risks to
your Practice” CLE that firms need to
develop a plan for handling a cyber
threat and train their employees to
know how to respond to it. Whalen,
whose concentrations include data
security and professional liability, said
the preparation is necessary so attorneys
can minimize risks and lengthy
interruptions to their practices.

“It’s not a question of if this is going
to happen,” Whalen said. “It’s typically
a question of when this is going to
happen in the business world today.”

The threat of a data breach is real
for any active user of technology.
From 2005 to 2016, the San Diego-
based Identity Theft Resource Center
documented a nearly 600-percent
increase in data breaches nationwide
across various industries, although
not all were related to electronic

records. Among the cases that were
catalogued in 2015, a South Carolina
law firm was the target of a phishing
scheme and a California law office
reported that some clients’ personal
information might have been on an
attorney’s stolen laptop computer.
Closer to home, federal prosecutors
convicted three people related to the
2011 hacking of a Western Pennsylvania
law firm’s servers because of a breach
initiated by a fired employee.

Besides the physical vulnerability
of records because of a breach, the
monetary cost can be high. The Michigan-
based Ponemon Institute, whose June
2016 report reflected participation by
64 companies from various industrial
sectors, pegged the average cost of a
single lost or stolen record that
contained sensitive and confidential
information at $221. The total average
cost to organizations in the study was
$7 million.

The breaches don’t always come
from malicious sources outside the
firm. Any employee on a company’s
server has an opportunity to invite
trouble into the system, according to
Michael Halperin, CEO of Sewickley-
based Apogee IT Services, which
provides network security management.
About one-third of the company’s
clients are law firms.

One of the services Apogee offers
clients is an internet security training
program that includes the sending of
phony phishing emails to all employees
to gauge how many click on them. In
some cases, nearly half of the workers
took the bait and clicked the links.

“I think clients, at every level, have
to be reminded of the dangers that are
out there,” Halperin said in an interview.

The perils of ransomware or viruses
infecting a computer system are so
high from email communications that
Whalen said she even forwards messages
with attachments from other attorneys
to her firm’s office manager to verify
that they’re appropriate to open.

Another security measure that
Halperin recommends involves the
segregation of wireless networks to
account for “trusted” and “untrusted”
endpoints. An example of a trusted
endpoint is a desktop computer that
continuously has been connected to a

Four judges settle into new assignments
By Tracy Carbasho

Three long-time judges are settling
into new assignments with the
Allegheny County Court of Common
Pleas, and a fourth is returning to a
division that he called home for nearly
two decades.

The shuffling of seats occurred as a
result of retirements and requests for
reassignment. Judges Michael
McCarthy and Joseph Williams III
have moved to Orphans’ Court to
replace Judge Frank Lucchino – who
retired in December – and Judge
John Zottola, who wanted to move
back to the Criminal Division. The
movement of Williams from the
Criminal Division created the opening
for Zottola, and McCarthy’s transfer
created an opening in the Civil Division,
which was filled by Judge John
McVay Jr., who had been serving in
the Family Division.

The administrative judges of the
divisions say the transitions are going
smoothly and each judge brings a
plethora of knowledge to the bench.

“Both Judge McCarthy and Judge
Williams bring several years of

presiding over complex jury and
non-jury cases to the division,” said
Administrative Judge Lawrence
O’Toole of the Orphans’ Court. “They
are both passionate about their
responsibilities as jurists, and they
both volunteer their time to charitable
causes. Both judges bring reputations
as being timely and conscientious.”

McCarthy and Williams will share
the workload previously handled by
Lucchino and Zottola.         

“Since judges who preside in
Orphans’ Court deal with a variety of
matters – including estates, trusts,
charitable organizations, guardianships,
adoptions and termination of parental
rights cases – it is essential that the
judges not only be knowledgeable in
the law but that they be compassionate
and willing to make difficult decisions
that often affect the litigants’ personal
lives,” O’Toole said. 

Williams, who served in the Criminal
Division since 2008, began working in
Orphans’ Court on Jan. 25 on the 17th
Floor of the Frick Building. 

“It’s exciting at this point in my life
to move to Orphans’ Court,” Williams
said. “The lion’s share of my practice

was criminal law, but I did a lot of work
on wills, estates, probate and trust
matters. I have a master’s degree in
clinical psychology, and I think my
prior career in psychology will
supplement my legal background.”

McCarthy also began his new role
in January. Both he and Williams grew
up in the Manchester neighborhood of
Pittsburgh, and they’ll be neighbors
once more on the 17th Floor of the
Frick Building. They both said they’re
looking forward to working together. 

“The opportunity to go to Orphans’
Court is exciting because it’s a new
area for me,” McCarthy said. “The
challenge will be dealing with
guardianships, adoptions and all of the
other matters that are part of the
mission of the court. I’m fortunate to
have been on the bench in the Civil
Division for almost 10 years, so I’ve
learned patience. I carefully read the
files and try to offer litigants and
attorneys my direct attention when
they’re in front of me. These skills have
translated well to Orphans’ Court, and
it’s been an easy transition.”

Continued on page 7

PHOTO BY MARK HIGGS

Jason McLean, center, discusses a hypothetical situation in which a
misplaced laptop results in a firm being locked out of their system –
and met with a ransom demand. Should the need arise, one method of
protecting the compromised data would be to wipe the laptop remotely.
McLean, along with Holly Whalen, right, and Sal Johnson, left, spoke
during the “Cybersecurity: Identifying and Avoiding Risks to Your
Practice” CLE, which was hosted by the ACBA and provided as a
member benefit by USI Affinity on Feb. 7 in the Koppers Building
Conference Center.

Continued on page 4
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Gender Bias Duty Officers
If you (attorneys or law students) have
observed or experienced any form of gender
bias in your role as an attorney or law
student intern, you may contact any one of
the following members of the Gender Bias
Subcommittee of the Women in the Law
Division on a daily basis. The duty officers
will keep your report confidential and will
discuss with you actions available through
the subcommittee.

Kimberly Brown......................412-394-7995

Rhoda Neft ..............................412-406-5434

Jill M. Weimer ........................412-201-7632

Ethics Hotline
The ACBA Professional Ethics Committee
“Ethics Hotline” makes available Committee
Members to answer ethical questions by
telephone on a daily basis.

March
Margaret B. Angel ................412-562-3982

Ernest B. Orsatti ....................412-338-1145

April
Robert A. Cohen ....................724-693-9696

Andrea Geraghty ....................412-456-2822

Stanley W. Greenfield ............412-261-4466
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anytime soon. So, I encourage everyone
to mail a letter or send an email, make 
a phone call or – best yet – make a
personal visit and explain the hardships
these vacancies create and urge that
they make this a priority on their to-do
lists. Tell them to move this matter to
the front burner and turn the heat on. 

Our state and county courts are
equally as important and they also
deserve our attention. I am sure that
you are aware that there is a Supreme
Court race this year. There are also
races for Superior and Commonwealth

Courts, and our own Court of Common
Pleas Court has two open seats. I suspect
that, as has been my experience since
I passed the bar exam, your neighbors
and relatives will ask you for whom
they should vote, because they either
do not follow or have no interest in 
following the judicial races. They do
not understand the impact that these
races can have in their everyday lives.
As we have a very real appreciation
for the need to elect competent,
knowledgeable and compassionate
judges, it is essential that we do our
homework prior to giving voting
advice on a candidate.

The ACBA Judiciary Committee
devotes a lot of time to interviewing
judicial candidates and issuing ratings
to help voters make up their minds.
Consider those ratings and the discus-
sions you’ve had with colleagues who
have had cases with the candidate, have
appeared in the candidate’s courtroom
or have served on bar association 
committees with the candidate. This
combination should give you an accurate
opinion as to whether the person
would have the proper temperament
on the bench and a commitment to a
fair system of justice.

A commitment to a fair system of
justice is, as I suspect you know by
now, my passion. We must maintain
and safeguard a court system that is
not only available, but truly within the
reach of every person, without regard
to wealth, income, disability, color,
race, religion, sexual orientation or any
other characteristic. As both the federal

and state governments prepare their
budgets, it is feared that cuts will be
made to the funding for the Legal
Services Corporation and to Neighbor-
hood Legal Services Association. These 
entities provide free or low-cost legal
services to our most vulnerable neigh-
bors on, among other areas, housing
issues, child-support enforcement,
child-custody matters, protection from
abuse and medical concerns. Without
the daily dedication of our underpaid
and overworked NLSA attorneys, 
paralegals and support staff, slumlords
would continue to provide substandard
rental properties, deadbeats would
continue to ignore their responsibility
to support their children, unfit parents
would be raising their children, abusers
would prey on other family members
and serious mental and physical health
needs would go untreated.

I call on you, again, to contact 
your state and federal senators and
representatives to encourage them to,
at the very least, continue the funding
at the current level. While an increase
would, of course, be preferable, that
certainly seems highly unlikely, but I
remain an optimist. 

Again, if I were in charge of the
world… n

P R E S I D E N T ’ S M E S S A G E

Don’t just talk politics; be an advocate for justice
By Melaine Shannon Rothey

“Supporting and advocating for a
fair and effective judicial system that
is accessible to every individual
regardless of economic status.” Those
are very powerful words taken directly
from the ACBA mission statement. As
members of this Association, it is our
obligation to foster, live by, and ensure
that these goals are not pushed aside
or lost. How can we do that? Of course,
I have a couple of suggestions:

A fair and effective judicial system
is the backbone of our profession, but
that backbone can be fractured if we
do not step up and support it. Our 
Federal District Court for the Western
District of Pennsylvania has been
short four judges for many, many
months. While the other members of
the court, including Chief Judge Joy
Flowers Conti, have stepped up and
taken on the additional work load, that
can only continue for so long. They
need work/life balance just as much
as lawyers do. It is incumbent upon us
to contact U.S. Sens. Pat Toomey and
Bob Casey and impress upon them the
necessity of filling these open slots.
They already have vetted candidates
and sent names to the president’s
office. Due to ridiculous political hag-
gling (i.e., “I’ll support your candidate
if you support my candidate” or “I 
am not supporting your candidate
because he/she is a Democrat and I
am a Republican” or vice versa), the
appointments are still hanging on the
vine with no prospect of being picked

Melaine Shannon Rothey
ACBA President

412-281-2200
www.gislaw.com 310 Grant St., Ste. 700, Grant Bldg., Pgh., PA 15219

Gismondi
& associates

Quality…Experience…Results… 
It’s what your clients deserve. 

Auto Accidents Personal Injury

10% OFF ACBA VIDEO SERVICES
TO ALL ACBA MEMBERS

www.ACBAVideo.com
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CYBER ATTACKS
continued from front cover

network server, while an untrusted
endpoint is a mobile device or laptop
that might have accessed multiple
public wireless networks between
connections to the company server.

“We’re always going to advocate
being as secure as you can be and focus
on security instead of convenience,”
Halperin said.

Another key for many companies
today is the acquisition of cyber
insurance, according to Sal Johnson, a
professional liability consultant for
USI Affinity, a Philadelphia-based
insurance administrator. With a cyber
policy, firms can receive broad first-
and third-party protection. The coverage
can help firms recollect or recreate
data that has been erased, he said.

Enhanced attention to cybersecurity
not only is a matter of protecting a
client but also the professional ethics
of preserving confidentiality. The
state’s Rules of Professional Conduct
make clear that attorneys shall make
reasonable efforts to be familiar with
the benefits and risks of technology to
maintain competency, said Joseph
Decker, vice president and general
counsel for the bit-x-bit digital
forensics consulting firm in downtown
Pittsburgh. Decker is a past co-chair
of the ACBA’s Legal Technology and
E-Discovery Committee.

The days of a client’s data being
locked in a file cabinet overnight are
over, Decker said, and the proliferation
of electronic data now means that
sensitive information is “everywhere.”

“It’s something that cuts across
every area of law practice because
everything is subject to the ethical
rules,” he said. “If you just put your

head in the sand, you will be breaching
the rights of your client,” he said.

One safety measure that firms might
consider – if they haven’t already – is
the encryption of email. Ethics rules
don’t require encryption, but bit-x-bit
generally advises its clients that email
can be intercepted, Decker said.

While having perfect security is
impossible no matter how much a firm
spends, lawyers should consider their
computer networks a fortress worthy

of an in-depth defense, said David G.
Ries, a Pittsburgh attorney who is
co-author of “Locked Down: Information
Security for Lawyers” and “Encryption
Made Simple for Lawyers.” In many
cases, law firms are working with
regulated industries, like the healthcare
and financial fields, said Ries, an
attorney with Clark Hill PLC. “You
have to take reasonable steps to
protect inadvertent or unauthorized
access to data,” he said. n

Learn more on cybersecurity
Want to learn more about how to shore up your practice’s cybersecurity?
The ACBA can help. 
• The April 6 program “Hold-up at the Law Firm: Ransomware Attacks,
Privacy and Insurance Coverage” will discuss ransomware, the usual ways
access is gained to computer systems and the NIST Cyber Security
Framework. It also will address data privacy, insurance coverage and
confidential information and liability to third parties. 2 hours of Substantive  
CLE credits. For details, see www.acba.org/CLE-Events/Event-Calendar.
• The “Cybersecurity: Identifying and Avoiding Risks to your Practice” CLE
is available as a live video replay and as part of the April 3 “It’s April and
We’re not Fooling” video encore promotion. See either www.acba.org/
CLEvideoReplayService or the CLE events calendar.

‘KD & You and
the Law’ set
for April 25

It’s a popular springtime tradition
at the ACBA. The 33rd annual “KD &
You and the Law” is slated for
Tuesday, April 25 on KDKA-TV.

ACBA volunteer attorneys will staff
a phone bank from noon to 6 p.m. at
KDKA’s studios in Gateway Center.
KDKA will encourage viewers to call
in with legal questions, and volunteers
will answer those questions and/or
direct them to available resources
for help.

KDKA programming will “drop in”
to the call center periodically
throughout the day to promote the
event, and ACBA member Jon Delano
– a KDKA-TV personality – will serve
as the host.

The ACBA can use the help of any
and all lawyers. Attorneys in all areas
of the law are needed, but those with
experience in the areas of family law,
elder law, bankruptcy, real estate and
employment are especially needed.

Fifteen volunteers are needed for
each two-hour shift; the available
shifts are noon to 2 p.m., 2 to 4 p.m.
and 4 to 6 p.m.

To volunteer or for more info, 
contact Denise Velez at dvelez@acba.org
or 412-402-6687. n
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‘It’s April, and We’re not Fooling’ promotion 
offered in time for compliance period deadline
Get three CLEs for price of two at ACBA’s April 3 event

By Brian Knavish

Realizing you’re short CLE credits
with a compliance period deadline
looming at the end of the month is
no April Fools’ Day joke. Not a funny
one, anyway.

The ACBA can help attorneys 
facing this predicament, as well as
those simply looking for a good deal
on three CLE credits in one day.

On Monday, April 3, the ACBA is
presenting “It’s April, and We’re not
Fooling,” a CLE promotion during
which attorneys can earn up to three
CLE credits in a buy-two, get-one-free
offer. That day, the bar association
will show video encores of three 
previously recorded, one-hour CLEs
back-to-back-to-back at the ACBA
offices, located on the fourth floor of
the Koppers Building, 436 Seventh
Ave., in downtown Pittsburgh. 

The CLEs will be shown in three
conference rooms on a rotating basis
from 11 a.m. to 2 p.m. Attorneys in
need of just one or two credits have
those options, too. 

“We know how easy it is to fall
behind on CLE credits, and those
compliance period deadlines tend to
sneak up on you,” said ACBA Executive
Director David Blaner. “The idea
behind this event is to help our 
members get the credits they need –

whether they’re ethics or substantive
credits – by the deadline.

“It’s designed to be as convenient
as possible, and by offering the credits
in a buy-two, get-one-free format, it’s
also quite a deal.” 

To register, or for more 
information, visit www.acba.org or
call 412-402-6614.

Specific CLE offerings available
that day include the following:

• Cybersecurity: Identifying and
Avoiding Risks to Your Practice —
This one-hour Ethics credit program
explores the security of law firm
computer systems and electronic
files. Hacking and cyberattacks are
among the greatest risks law firms
face today, and this program discusses
related trends and strategies. 

• Planning Ahead Guide — 
An attorney’s obligation to his or her
clients continues even in death. 
This one-hour Ethics credit program
helps lawyers understand available
options to prepare their practices for
events such as their disability, retirement
or death. Panelists explain the intricacies
involved in making these preparations,
while referencing the ACBA’s
publication, “Planning Ahead: A
Guide to Protecting Your Clients in the
Event of your Disability or Death.”  

• A Look at the New Allegheny
County Orphans’ Court Rules: Changes

in Rules, Changes in Practice — 
Panelists  will examine recent changes
to Allegheny County Orphans’ Court
rules in this one-hour Substantive
credit program. The interplay between

the new local and state rules is also
discussed. New forms and changes in
procedures – including those involved
with accountings, motions and
petitions – are covered as well. n

 WHY LAWYERS REFER TO US  

The LIMITED TORT LAW FIRM

 Full Referral  
Fees Paid Out.

 ALL Future Business 
From Referral Source 
Returned to You.

BNY Mellon Building
500 Grant Street, Suite #29-123

Pittsburgh, PA 15219

877-GO-SIMON    412-360-7257    www.GoSimon.com    MarcSimon@GoSimon.com

Open House
March 30  5:30 - 6:30 p.m.
April 12  5:30 - 6:30 p.m.

• Part-Time Evening Classes
• Full-Time Summer Intensive
• Associate’s Degree Accepted
• Downtown Convenience
• Approved by the American  

Bar Association

School of Law

Paralegal Institute

paralegal@duq.edu
duq.edu/paralegal

Paralegals may not provide legal services directly to the 
public except as permitted by law. 



Page 6 / March 17, 2017

SEARCHABLE
900+ DEAL POINTS

LexisNexis, Lexis Practice Advisor and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under license. © 2015 LexisNexis. All rights reserved. LPA2.0

FOR YOUR FREE TRIAL VISIT 
LEXISNEXIS.COM/FINISH-BIG
OR CALL 800.628.3612

11 PRACTICE
AREAS

ATTORNEY
AUTHORS230+

230+ EXPERT ATTORNEY AUTHORS GUIDE YOUR WAY

FINISH
BIG
START ON POINT

®

®



McVay, who was elected to
the bench in the Family Division
in 2007, has been busy reading
case law and handling motions
court. He will oversee the Save
Your Home program in the
future and will take over the
cases of his former Duquesne
University School of Law
classmate McCarthy. McVay,
who began working in the Civil
Division on Feb. 21, presides
in Courtroom 709 of the City-
County Building.

“The Civil Division judges
and staff have been nothing
but welcoming and helpful,”
McVay said. “I am excited
about the new challenges this
division will present. I am lucky
to have had the opportunity to
help kids and families for
almost 10 years as a judge in
the Family Division.”

Criminal Division Adminis-
trative Judge David Cashman

said it will be a pleasure to
have Zottola back in his old
stomping ground since he
knows the law, the personnel and
the procedures that enable the
division to function effectively.
Zottola previously served in the

division for 18 years.
“Judge Zottola is a skilled

trial judge and was an effective
and talented trial attorney
prior to being elected to the
bench,” Cashman said. “Every
year, there are 20,000 cases

filed in the Criminal Division,
and they are handled by our 14
judges. Despite this number,
there is no backlog of cases. It
is important to have a keen
intellect, tried and tested trial
skills and a willingness to

work – and Judge Zottola has
these qualities.”

Zottola, who is well known
for presiding over Veterans
Court, will handle cases in his
courtroom on the fifth floor of
the courthouse. n
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FOUR JUDGES
continued from front cover

Judge Michael McCarthy
moves to Orphans’ Court

Judge John McVay
moves to Civil Division

Judge Joseph Williams III
moves to Orphans’ Court

Judge John Zottola
returns to Criminal Division

Market Your Practice Online with the ACBA
Need new clients? We’ll help bring them to you.

For information about how the Lawyer Referral Service can help more clients find YOU,
please contact Whitney Hughes at 412-402-6703 or whughes@acba.org. For a closer look
at this unique Pittsburgh legal service, please visit www.GetAPittsburghLawyer.com.
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PANELS 
• Athletes and Traumatic Brain Injury
• Neuroscience and Neuroscience Evidence in Practice
• Veterans and Traumatic Brain Injury
• Violence and the Brain

PRESENTERS
• Dr. James M. Provenzale, M.D., F.A.C.R.
• Ralph E. Cindrich, Esq.
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• Professor Jane Campbell Moriarty

The Slants Trademark Law CLE & Concert, April 27, and more CLEs  |  duq.edu/cle

Athletes, Veterans, and Neuroscience:
Traumatic Brain Injury and Law

duq.edu/law/april7
412.396.6300
cle@duq.edu

6 CLE Hours, 
4 Substantive, 2 Ethics 

This fascinating CLE brings together medical experts, legal scholars, and experienced practitioners 
to address the myriad issues presented at the intersection of neuroscience and law, particularly 

those relevant to athletic injuries and trauma to veterans. 
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PHOTOS BY ERIKA SCHNEIDER

Homer S. Brown Division 2017 Spirit Award recipient T.
Rashad Byrdsong proudly displays his plaque with Chair
Quinntarra Morant during the HSBD Black History Month
celebration. Byrdsong said the recognition was an honor
because “Judge Homer Brown is a verb” – meaning that the
division’s namesake opened up opportunity to Pittsburgh’s
black community. Marveling at Byrdsong’s decades of
activism, Morant said he was a true inspiration.

Tyra Oliver, Samson Horne and Jeff Pollock chat during the Feb. 28 gathering at Olive
or Twist. Oliver – who brought her baby son, Kairos Horne, to the program – was honored
with the 2017 Young Leader Award for her service and contributions to HSBD and
the ACBA.

Bob Ridge, Lourdes
Sanchez Ridge,
Bryan Neft and 
Jennifer Andrade
share a laugh during
the reception.

Musician
Terrance
V a u g h n
entertains
the crowd.

HSBD Black History Month Celebration



March 17, 2017  / Page 9

www.apogeepgh.com 412.356.1437

SERVING 30+ 
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 Better Kind of I T Management for Law Firms

Your I�T  
Should Be 
Constant.
Reliable.When it comes to your I�T, 

make sure you’re covered.

What’s the point  
of having technology  

if our IT never works?

Annual fees set to rise in 2017-18 fiscal year 
By Tracy Carbasho

Starting with the 2017-18 fiscal year,
attorneys will pay more to practice law
in Pennsylvania, and the extra money
from active-status attorneys will help
compensate those who’ve been victimized
by unscrupulous attorneys. 

Last month, the state Supreme
Court approved an order to amend the
Rules of Disciplinary Enforcement.
The order makes three changes to
attorney-related fees:

• The annual fee to fund the
Pennsylvania Lawyers Fund for
Client Security rises from $45 to $75
for active-status attorneys;

• The annual fee for active-status
attorneys to practice law is being
lowered by $5 to $120; and

• The cost for an attorney to be on
inactive status rises from $70 to $100.

Approximately 70,000 attorneys
are admitted to practice law in the
Commonwealth. Those on inactive
status are not assessed the fee for the
Pennsylvania Lawyers Fund for
Client Security.

Established in 1982, the fund
reimburses clients who have suffered
losses as a result of the misappropriation
of funds by their Pennsylvania attorney
in cases where there was an attorney/
client relationship or a fiduciary
agreement between the two. The theft
of estate and trust/escrow funds make
up the largest category of claims,
followed by embezzlement of lawsuit
settlement proceeds and the acceptance
of unearned fees or retainers.

“If it were not for the vast majority
of Pennsylvania-licensed attorneys

who never engage in this type of
conduct and who provide the financial
resources for the fund and the
Supreme Court of Pennsylvania in
supporting the mission of the Lawyers
Fund, these victims would not have
the opportunity to recover most, if not
all, of the principal losses resulting
from the very few licensed attorneys
who engage in this type of conduct,”
according to a statement released by
the fund.     

The fund does not receive any tax
dollars. Its sole source of revenue is the
fee charged to active-status attorneys.

The Supreme Court’s most recent
report on the fund shows that the fund
received a total of $2.8 million in
assessment revenue for fiscal year
2015-16. Uncommitted assets – or
those not already committed to pay
awards to victims – were down at the
end of the fiscal year to approximately
$5.1 million. Pending claims at the end
of that fiscal year alleged losses totaling
more than $46 million.

Information provided by the fund
shows that an appropriate claim must
meet the following criteria: (1) It is
based upon an attorney/client relationship
or fiduciary relationship customary to
the practice of law, such as an executor
of an estate, a guardian, a trustee or an
escrow agent arising from an attorney/
client relationship; and (2) it is seeking
the return of money or property that
was received by the attorney on behalf
of the client and then converted by
the attorney.

“Examples of appropriate claims
would include a client who paid an
attorney a fee for which no legal services

were provided or an attorney who
received a personal injury settlement,
but does not disburse the net proceeds
to the client,” Kathryn Peifer Morgan,
executive director of the fund, said in
a 2015 Lawyers Journal article. “A
situation involving an attorney who
misses a statute of limitations which
results in a loss to a client is not the
type of claim for which the fund would
have jurisdiction.”

The fund – which does not handle
claims alleging malpractice, negligence
or ineffective representation – is a
stand-alone entity. It is not part of the
Disciplinary Board or the Interest on
Lawyer Trust Accounts Board. The
fund does work closely, though, with
the Disciplinary Board, the Offices of
Disciplinary Counsel and the IOLTA
Board to accomplish its mission.
Individuals who file a complaint with
the fund also must make a corresponding
disciplinary claim.

During the period from July 1, 2015
through June 30, 2016, the fund
received a total of 204 claims that
alleged losses totaling more than $28
million. A total of 119 claims resulted
in the approval of $5 million in
awards, reflecting an increase of more
than $3.7 million in approved awards
compared to the previous fiscal year.

Effective February 2014, the
Supreme Court amended the rules
under which the fund operates,
implementing a $1 million per-attorney
maximum disbursement with the
maximum award per claimant
remaining at $100,000.

In early 2013, the fund began
receiving claims alleging huge losses

related to an attorney who practiced
in Adams County. The attorney gained
control of the clients’ funds by advising
that estate and trust funds should be
held in the attorney’s trust account.
Board members for the fund reviewed
the claims and found the majority of
them to be compensable.

The board requested a waiver of
the $1 million per attorney maximum
disbursement not to exceed $3.5 million
in order to pay the victims and the
request was granted by the Supreme
Court. The awards are being paid to the
victims in installments to better manage
the fund’s available resources.  

“The legal profession is a self-policing
profession that is based upon trust.
The Supreme Court of Pennsylvania
and the members of the state bar have
provided a remedy and resource for
the victims of the few members of the
profession who engage in this type of
conduct,” Morgan said in that 2015
interview. “We inform every claimant
who receives an award that the financial
resources to pay the awards are
provided by members of the legal
profession. This information goes a
long way in helping to restore their
faith and trust in the legal profession.
To pretend that this behavior does
not happen would be a disservice to
the profession and to the citizens of
the Commonwealth.” n

v i s i t  u s  t o d a y
w w w . a c b a . o r g
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REGISTER TODAY! 

UPCOMING CONTINUING LEGAL EDUCATIONAPRIL

LIVE AND SIMULCAST SEMINARS

Apr. 3 • Metadata Risks
Apr. 4 • Small Business/Big Problems
Apr. 5 • What Every Lawyer Needs to Know about Florida Law
 • Nuts & Bolts of Adoption Practice in Pennsylvania
Apr. 6 • Winning Your Case with a Better Memory
 • How to Handle Small and Insolvent Estates
Apr. 7 • The Lawyer's Compass
 • Sean Carter Presents the Ethical Lawyer
Apr. 13 • School Law
Apr. 18 • Pennsylvania’s Evolving Medical Marijuana Industry
Apr. 19-20 Family Law Institute (see below)

Apr. 21 • 20th Annual Federal Securities Law Forum
Apr. 24 • Tough Problems in Worker’s Comp-Pittsburgh Marriott City Center

 • CLE @ PNC Park - (Pirates vs Chicago Cubs)-PNC Park, Federal Street

Apr. 25 • Ethics Potpourri
 • An Attorney’s Guide to Managing the Paperless O�ice
Apr. 26 • Using & Abusing the Residential Agreement of Sale
 • Time Mastery for Lawyers
Apr. 26-27 11th Annual Intellectual Property Law Institute
Apr. 27 • Estate Planning: Beyond the Basics
Apr. 28 • 18th Annual Legal Issues in an Age of Aging
 • Communicating Across Generations

VIDEO SEMINARS

Apr. 10 • Using Social Media E�ectively and Ethically in Your Practice
Apr. 11 • Buying & Selling a Business
Apr. 12 • The Energy Sector at Risk for Cyber Attacks
Apr. 13 • Dragonetti and Litigation Torts
Apr. 18 • Trust Protection Planning for the Middle Class
Apr. 19 • Hot Topics in Capital Cases
Apr. 21 • Quiet Title Actions in Western PA

SIMULCASTS FROM PLI

Apr. 3-4 • Broadband & Cable Industry Law
Apr. 5 • How to Prepare an Initial Public O�ering
Apr. 11-12 Commercial Real Estate Financing

All PBI CLE programs are sponsored by The Pennsylvania Bar Institute & The Allegheny County Bar Association  
and are held at the PBI Professional Development Conference Center, Heinz 57 Center, 339 Sixth Ave, 7th Floor, unless noted otherwise above.

Online CLE
Delivered over the Web at your convenience. We call this 24/7 CLE. When you 
need the information (or the credits), log on to our Online Campus and find a 
course that meets your needs: a recording of a seminar, with the materials in 
convenient searchable PDF format. Start it today, watch some tomorrow and 
more in the coming weeks. Finish it within three months, and get credit when 
you’re done.

Live Webcasts
Same technology, delivered live. If you can’t watch it live, sign up now & get credit 
when you watch it later (you’ve got 3 months a�er the webcast date). 

DISTANCE EDUCATION AT PBI.ORG

Apr. 3 • Tough Problems in Worker’s Compensation
Apr. 4 • The Medicaid Application Process
Apr. 5 • What Every Lawyer Needs to Know about Florida Law
Apr. 6 • Sean Carter Presents - the Ethical Lawyer
Apr. 7 • The Lawyer's Compass
Apr. 10 • The Intersection of Estates and Civil Litigation
Apr. 13 • School Law
Apr. 18 • Pennsylvania’s Evolving Medical Marijuana Industry
Apr. 19-20 Family Law Institute
Apr. 21 • 20th Annual Federal Securities Law Forum
 • Piercing the Corporate Veil
Apr. 24 • How to Handle Small and Insolvent Estates
 • Metadata Risks
Apr. 25 • An Attorney’s Guide to Managing the Paperless O�ice
 • Advising the Closely Held or Family Owned Business
Apr. 26-27 11th Annual Intellectual Property Law Institute
Apr. 28 • 8th Annual Legal Issues in an Age of Aging

FAMILY LAW INSTITUTE 2017
PITTSBURGH [Simulcast]  
WED. & THU., APR. 19 & 20, 2017
WED.: 8:30 AM TO 4:00 PM; CHECK-IN BEGINS AT 8:00 AM 
THU.: 8:30 AM TO 11:45 AM; CHECK-IN BEGINS AT 8:00 AM

THE FAMILY LAW INSTITUTE HAS BECOME  
AN ANNUAL TRADITION
This year’s Institute will provide the latest practical information and 
practice hints available. Whether you are a “veteran” of family law, 
just beginning your practice, or somewhere in between, you are 
sure to benefit from the knowledge and experience of each faculty 
member.

THIS YEAR’S TOPICS INCLUDE:

• Grandparents’ & Third Parties’ Rights and Responsibilities

• Evolving Support Cases

• Family Law/Case law Update

• Ethical Issues in Family Law

• Passports & International Travel

• Art of Cross-examination
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OUR COMPUTER FORENSIC EXPERTISE.

NOW IN A BOX.

We get it.  sm

Presenting bit-x-bit in-a-box.™   Our small kit is packed with  
everything you need to collect and preserve electronic evidence 
– affordably and easily. It’s like we are right there with you. 
Learn more by calling 412-325-4033, or visit us at bit-x-bit.com.

        1 8/11/14   5:17 PM

LEGAL TECHNOLOGY &
E-DISCOVERY COMMITTEE 

Hold-up at the Law Firm: Ransomware Attacks,
Privacy and Insurance Coverage

The biggest threats to law firms today are cyber threats. This CLE will discuss these
threats, including the international cybercrime operation known as the “Avalanche
Network” and the resulting U.S. Attorney’s Office case (see http://www.wtae.com/article/
avalanche-international-cybercrime-bust-in-pittsburgh/8465324 for more information).
How ransomware works and typical entries into computer systems/law firms will be
examined. The program will also discuss the elements of a security program and an
overview of the NIST Cyber Security Framework. Data privacy, confidential information

and liability to third parties and insurance coverage will also be discussed.

Lunch will be provided compliments of the ACBA.

Credits: 2 hours of Substantive CLE credit • When: Thursday, April 6 • Registration:
11:30 a.m. • Time: Noon - 2 p.m. • Where: Koppers Building Conference Center,
Grant Room, 9th floor, 436 Seventh Ave., Pittsburgh, PA 15219 • Cost: $70 for ACBA
members, $90 for all others • Last date to pre-register: Tuesday, April 4, 11:59 p.m.

ALLEGHENY COUNTY BAR ASSOCIATION
It’s April and We’re Not Fooling

The April compliance period deadline is looming. Concerned about getting
the credits you need? The ACBA has you covered. The bar association is offering an
opportunity to view three previously recorded one-hour CLEs back-to-back-to-back.
The CLEs will be shown in the ACBA offices in three conference rooms from 11 a.m.
to 2 p.m. on April 3, 2017. The three-CLE package is available in “buy two, get one

free” format. Or, if you want just one credit, you can do that too. 

Cybersecurity: Identifying and Avoiding Risks to Your Practice - 1 Ethics credit

Planning Ahead Guide - 1 Ethics credit

A Look at the New Allegheny County Orphans’ Court Rules:
Changes in Rules, Changes in Practice - 1 Substantive credit

For descriptions of each of the above CLEs, visit www.acba.org/CLEvideoReplayService.

Seating limited to the first 60 registrants. Lunch will be provided compliments of the
ACBA. Materials will be distributed via email prior to program. Hard copy

materials are not available for Video Encore presentations.

Credits: Up to 3 hours of CLE credit •When:Monday, April 3 • Registration: 10:30 a.m.
• Time: 11 a.m. - 2 p.m. • Where: ACBA Headquarters, 436 Seventh Ave., Suite 400,
Pittsburgh, PA 15219 • Cost: $35 for one credit or $70 for three credits for ACBA
members; $45 for one credit or $90 for three credits for all others • Last date to
pre-register: Sunday, April 2, 11:59 p.m.

Mail in registration form with payment to the ACBA CLE Department at
400 Koppers Building, 436 Seventh Avenue, Pittsburgh, PA 15219.

To pay by credit card, see: www.acba.org/CLE-Events/Events-and-Programs.
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John B. Zap-
pone has joined
Pietragallo Gor-
don Alfano Bosick
& Raspanti, LLP
as an associate 
in the litigation
practice group. 

Burns White
LLC has moved 
to a new location
at Burns White
Center, 48 26th St.,

Pittsburgh. The firm’s new phone
number is 412-995-3000.

Changes in Status

By order of the Supreme Court of
Pennsylvania, attorney Robert L.
Reichle has been disbarred on 
consent, after having submitted a
verified statement of resignation,
from the Bar of the Commonwealth
of Pennsylvania. The resignation
took effect on March 15. 

By order of the Supreme Court 
of Pennsylvania, attorney Guy N.
Amatangelo has been suspended from
the practice of law for a period of three
years, retroactive to Aug. 17, 2015,
from the Bar of the Commonwealth of
Pennsylvania. The suspension took
effect on Feb. 21.

By order of the Supreme Court of
Pennsylvania, attorney Richard P.
Neidinger is hereby reinstated to
active status as a member of the 
Bar of this Commonwealth. This 
reinstatement took effect on Feb. 22. 

People on the Move

Theo Collins
has joined Spilman
Thomas & Battle.
While he has
worked as a real
estate and busi-
ness lawyer, he has
experience with
general litigation
and will add to the
firm’s corporate
transaction prac-
tice capabilities.

Retired U.S.
Bankruptcy Judge
Judith K. Fitzger-
ald has been
appointed to the
Board of Directors
for Tucker Arens-
berg, P.C. Since
joining Tucker
Arensberg, she
has served as a
mediator and arbi-
trator in bankrupt-
cy, consumer and

commercial transaction-related pro-
ceedings. She has been retained as an
expert witness and consultant in cases
throughout the country involving bank-
ruptcy issues, insurance and reinsur-
ance issues, fee disputes, bankruptcy-
related malpractice matters, asbestos
trust issues and various commercial
and contract disputes. Fitzgerald also
has represented both debtors and cred-
itors in bankruptcy cases and works
with clients on complex bankruptcy,
insolvency and commercial issues.

Bar Briefs Lawyers’ Mart

Theo
Collins

John B.
Zappone

Judith K.
Fitzgerald

APPRAISALS
ANTIQUE AUTO APPRAISALS for all vehicles 1900 to
2005. Expert Witness. Diminished Value. Certified
Appraiser - K. Merusi. 412-731-2878.

CAREER CONSULTING
CHRIS MILLER, J.D. – 20+ years providing confidential
career consulting services for lawyers in transition.
412-926-5207. www.millercareerconsulting.com.

DOCUMENT EXAMINER/
HANDWRITING

J. WRIGHT LEONARD, BCFE, CDE. Certified. Experienced
in Federal, State & Local Courts. Testimony in 
Civil & Criminal Matters. 215-735-4000.
www.ForgeryID.com.

ECONOMIST/VOC. EXPERT
WM. HOUSTON REED, Ph.D. – 25+yrs. of forensic
economics & vocational eval. expertise in one report.
1-888-620-8933.

ESTATE PLANNING
IF YOUR CLIENTS ARE CONSIDERING CHARITABLE
GIVING as part of their estate planning The Pittsburgh

Presbytery Foundation can provide a means to support
charitable work helping those in need throughout SW
Pennsylvania. For more information contact the Foundation
at www.pghpresbytery.org/pghpresbyterianfdn.htm or
Rev. Dr. Douglas Portz at 412-323-1400 Ext 318.

INSURANCE CONSULTING
MICHAEL M. McDONOUGH, CPA (inactive) – Save
time, elevate your advice, enhance economics and 
discharge fiduciary duties with my life, disability, LTC,
and annuity contract reviews. Innovative and well-
vetted strategies, loan rescues, solutions for the uninsurable.
Integrated planning for individuals/entities. Supported by
leading carrier advanced markets teams. Compensated
via commissions. (724) 720-9313.

LANGUAGE SERVICES
V. Kumar Tandon – Free-lance language interpretation
and translation services offered in English, Hindi, Punjabi
and Urdu. 412-953-8257. tandon6566@yahoo.com.

PROCESS SERVICE
INVESTIGATING

THE IMPOSSIBLE WE DO RIGHT AWAY! MIRACLES
TAKE A LITTLE TIME. EMPIRE INVESTIGATION (412)
921-4046. Visit us on our website, www.empireinv.com.

We are currently offering limited time

six month trial subscription options. Visit

www.pittsburghlegaljournal.org.


