
 

Chapter 3 Case Management & Office Operations 
 

 
 

I. NEW CLIENTS: 

 
A. Initial Client Contact: Prior to undertaking representation of a new client, you must: 

 
1. Decide if you have the expertise necessary to competently represent the client, 

as required by Rule 1.1 of the Pennsylvania Rules of Professional Conduct. In this 

context, competence means the requisite legal knowledge, skill, thoroughness, 

and preparation reasonably necessary for the representation. However, you don’t 

necessarily have to have special training or prior experience for the matter to be 

competent. You can accept representation if you can achieve the requisite level of 

competence through study and investigation, as long as that wouldn’t result in 

unreasonable delay or expense for the client. 
 

2. Determine if there is a conflict of interest. To avoid creating a conflict of 

interest that could result in disqualification, the attorney should determine 

whether actual or potential conflicts of interest exist before receiving detailed 

information from the prospective client, other than that which is necessary (names 

of adverse or opposing parties or other parties to transaction, names of counsel for 

any of those parties, and a general description of the nature of legal representation 

the prospective client seeks). Failure to screen for conflicts of interest can result in 

a legal malpractice claim. Use a system that will cross reference a database for 

additional and adverse parties as well as the potential client(s). The Conflicts of 

Interest Check Form can assist with this check and can be part of your electronic 

case management system. Rules 1.7, 1.8, 1.9, 1.10, 1.11, and 1.12 address how 

specific conflict situations must be addressed. If there is a waiver of a conflict of 

interest, each affected client must give informed consent, confirmed in writing. 
 

3. Conduct a thorough intake interview. If possible, this interview should occur at 

a time other than the initial contact. If it occurs at the time of the initial contact, 

the lawyer should conduct that part of the interview only after (1) gathering the 

information needed to check for conflicts and (2) actually conducting a conflict 

check. Use a form or checklist to be sure you have the basic information about the 

client. This data should be entered in the database for the case. 

 
4. Gather information from your prospective client. Using a form like a general 

information questionnaire or another checklist for a specific type of client will 

assist you in having the information you need from your client. 

 
B. Documenting the Representation: After the potential client has cleared your conflict 

check and you have decided to undertake representation, you should discuss the scope of 

your representation and fees. 



 

1. An engagement letter should be sent to the client confirming what you have 

agreed to do. 

 
2. You may limit the scope of a new or existing representation, per Rule 1.2, if the 

limitation is reasonable under the circumstances and communicated to the client, 

preferably in writing. 
 

3. The engagement letter may also outline the mechanics of communication (e.g 

e-mail), the handing of money (e.g. IOLTA unless otherwise directed), and the 

disposal of documents at the end (e.g. destruction of documents after a specified 

period of time). 

 
4. A non-engagement letter should be sent if you do not undertake the 

representation. This gives the client direction should they wish to continue to seek 

legal representation to pursue his/her case. A non-engagement letter should 

generally be used in four situations: 

 
a. When the attorney declines a specific request for legal representation. 

 
b. When the attorney performs legal services for, or advises one or more, 

but fewer than all, of the parties. 

 
c. When the representation involves, or could involve, parties who might 

reasonably claim the attorney’s client intended them to benefit from the 

attorney’s services. 

 
d. When the attorney reasonably thinks someone involved in the matter 

might claim the attorney negligently misrepresented something of 

consequence. 

 
5. A non-engagement letter should convey, at a minimum: 

 
a. That the attorney declines the representation; 

 
b. That no attorney-client relationship exists with the party seeking the 

representation (or who might claim status as a “client”); 

 
c. Other relevant, critical information. For example, if the non-engagement 

letter relates to a proposed litigation matter for a plaintiff, the letter should 

advise, in rather general terms, the existence of statutes-of-limitation, 

accompanied by an urging to consult immediately or promptly with 

another lawyer. If the limitations issue presents more urgently, the 

attorney should use a much stronger admonition than if the limitations 

issue is more remote. 



 

6. A disengagement letter should be sent if the attorney decides not to continue 

the representation (for any reason), if the client terminates the attorney’s 

representation, or if the attorney’s representation is involuntarily terminated (such 

as by the court when revoking a attorney’s admission pro hac vice). 

 
7. The disengagement letter should state the reason the attorney-client relationship 

has ended. If the client owes the attorney fees, the attorney should address this 

issue or matter in the letter. The attorney should consider addressing whether the 

attorney will consult with successor counsel and the terms of such potential 

consultation. The attorney should consider addressing whether the client or 

successor counsel will be allowed access to work product for which the client has 

yet to pay, and if the attorney will allow such access, the terms on which the 

attorney will do so. 

 
8. A fee agreement, preferably in writing, is the best way to satisfy the 

requirements of Rule 1.5 that the nature and scope of the representation and the 

basis or rate of the fee and expenses for which the client will be responsible shall 

be communicated to the client before or within a reasonable time after 

commencing the representation, unless the attorney will charge a client whom the 

attorney has regularly represented on the same basis as previously charged. 
 

9. A fee agreement must be in writing and shall state the method by which the fee 

is to be determined, including the percentage(s) that shall accrue to the attorney if 

there is settlement, trial, or appeal; litigation and other expenses to be deducted 

from recovery; and whether such expenses are to be deducted before or after the 

contingent fee is calculated. 

 
10. Other critical aspects of fee agreements which the attorney should convey to 

the client include: the scope of the representation, services outside the scope of 

representation, and the recovery of court-allowed attorney’s fees and costs. 

 
11. Retainers should be clearly spelled out in the fee agreement. If the lawyer will 

require an “evergreen” or replenished retainer, that should be spelled out. 

 
C. Client Communication: This keeps the client informed about the representation. 

Rule 1.2 clearly gives the client the ultimate authority to determine the purposes to be 

served by the legal representation, within the limits of the law and the attorney’s 

professional obligations: 

 
1. Mail Procedures: These should be established: 

 
 

a. Designate a specific place to receive incoming mail. 

 
b. Mail should be received so that client confidences will be protected. It 

should not be opened and laid out at the receptionist’s station where 

clients coming in for appointments can see it. 



 

 

c. Give a specific person responsibility for opening incoming mail and 

train a backup. 

 
d. All incoming mail should be date stamped. You may want some 

original documents to be date stamped on a removable cover for later 

removal or on the back of the document. Be sure there is an established 

office policy that is well known to staff in contact with incoming mail. 

 
e. It is usually not necessary to save envelopes. If you want the envelopes 

attached to correspondence, specify to the mail opener. 

 
f. Mail should be sorted for each attorney or support staff member. The 

attorney’s administrative assistant should further sort mail into 

correspondence from attorneys, clients, courts, periodicals, and “junk” 

mail. 

 
g. A designated person should enter any court dates into the docketing 

system as orders are received. The designated person should also provide 

the attorney a log of the dates the person has added to the docketing 

system so the attorney can determine whether any dates present scheduling 

problems. 

 
h. If an attorney will be out of the office for more than a day, support staff 

should make a daily mail and fax log form. As much as possible, mail 

should be filed as received, unless it requires further attention. When the 

attorney returns, mail logs should be reviewed, after which time they may 

be disposed. 

 
i. Another attorney in the office should look at the priority mail on the 

mail and fax log form and take care of any situations requiring immediate 

attention. Sole practitioners should have support staff look at mail, and if 

the attorney will not be communicating with the office daily, designate 

another available attorney to whom emergency matters can be referred. 

 
j. “Green cards” or other receipt of mail forms should be recorded and 

attached to the appropriate document in the file. 

 
k. Any returned mail or change of address should be noted and entered 

into the system. 

 
l. Checks should be recorded as received and immediately given to 

bookkeeping to process as appropriate. Deposits to trust accounts should 

be made daily. 

 
m. Designate a specific place for outgoing mail. 



 

 

n. Designate a specific person to prepare outgoing mail. Designate and 

train a backup person. 

 
o. If mail is processed through a mail room, all staff members should 

know when mail is picked up or taken to the post office so that emergency 

trips can be avoided. 

 
p. Maintain client confidentiality for outgoing mail. Do not place it on the 

receptionist’s desk for postal pick-up with client names exposed. 

 
q. If a postage meter is used, a specific person should be responsible for 

maintaining postage on the meter. 

 
r. Record “return receipt” letters in a log for easy reference. 

 
2. Telephone Calls: Unreturned calls are major obstacles to good client relations. 

You should establish clear telephone protocols. 

 
a. Establish a set phone answering order (e.g., if receptionist is busy, the 

phone will ring at administrative assistant A’s station who will pick up 

after a set number of rings). 

 
b. Inform your support staff exactly how you want the telephone to be 

answered. Example: “Good morning, [firm name]. How may I direct your 

call?” or “How may I assist you? And who may I say is calling?” Avoid 

asking the person’s name and then telling him/her whether or not the 

attorney is available. This procedure may make a client feel his/her call is 

less important than another person’s. Always thank clients for calling. 
 

c. If an attorney is unavailable, a message should be sent to voicemail or 

recorded on a duplicate message pad. Messages should always be put in 

the same place to be picked up by the attorney upon his/her return. 

 
d. Who talks to clients and what is said when an attorney is gone should 

be spelled out to support staff. Staff should be cautioned not to give legal 

advice when talking to clients. 

 
e. Perhaps all calls are referred to the absent attorney’s administrative 

assistant, or perhaps the receptionist fields all calls. Whoever talks to your 

clients, remember to instruct him/her to say: “Attorney X is in court at this 

time. I anticipate his/her return later today. When is an acceptable time to 

return your call and at what telephone number can you be reached?” Such 

a response sounds much better than: “Attorney X is out this afternoon. 

Can I have him call you?” (Staff should never reveal to a caller anything 



 

about the identity of a client or the nature of a case on which the attorney 

is working.) 

 
f. All calls should be returned by the end of the business day, if possible, 

and at the latest, within 24 hours. If an attorney is not able to return the 

calls, support staff may do so, simply explaining the nature of the delay 

and determining if an emergency exists. Allowable access to voicemail by 

support staff or the duplicate pad comes in handy for this. Without 

revealing the name of the client or the nature of the case, a staff member 

may say: “Attorney X is still in trial, but anticipates returning your call 

tomorrow. Is this something that will require a call before that time?” 

 
g. Be careful where the phone answerer sits. Be sure clients waiting in the 

reception area cannot hear phone calls being announced. 

 
h. Have a procedure for taking true emergency calls. You may wish to 

suggest that your administrative assistant discretely knock on your door 

and place a note in front of you where no one else can see it. If you decide 

to take the call, you must, of course, do so in another room away from any 

clients. 

 
i. Unless you are following emergency procedures, never take a call from 

another client while you are in conference with a client. Even excusing 

yourself to do so will make him/her wonder why another client is more 

important than he/she is when he/she is sitting right there. 

 
j. While cell phones are ubiquitous, you should caution the client to reveal 

no confidential information (especially information the client may want to 

qualify for “privileged” status). You should not discuss a substantive issue 

relating to a legal matter on a cell telephone. Rather, the attorney should 

arrange a time when attorney and client can meet in person or can talk by 

telephone using a “land line.” 

 
3. Client Letters: These are a vital part of client communication. Sample letters 

are included in Chapter 9 for: 

 
a. Subsequent appointment confirmation letter 

b. Deposition scheduling letter and instructions 

c. Court appearance letter 

 
D. Evaluating Cases: Effectively allows you to keep your client informed and be 

prepared. 

 
1. A plus/minus table can be a good evaluation tool. The plus is anything in favor 

of your client, the minus anything negative. 



 

2. Start with an analysis of the applicable statutory and case law. How does that 

apply to your client? 

 
3. Next look at the result your client seeks. Is it reasonable? 

 
4. Look at the economics of the representation. What will you need to do to reach 

the goal? Will there be extensive discovery? Expert(s)? Costs? 

 
5. How long will it take? What are the expectations of client? Do you have the 

time to dedicate to this? 

 
6. What are other possible means of resolving the situation? Can you consider 

alternative dispute resolution, mediation, or arbitration? 

 
7. Balance the pluses and minuses and determine what you need to discuss with 

your client. Remember: it’s your client’s case, but he/she came to you for legal 

representation. 
 

 
 

II. COLLECTIONS 

 
A. Seek Counsel: Collecting debts from others can be tricky for attorneys unfamiliar 

with that area of the law. Seeking the advice of attorneys who regularly handle cases in 

this area of law is advisable. 

 
1. The Financial Services Regulatory Relief Act of 2006 amended the Fair Debt 

Collection Practices Act in three respects: 

 
a. A formal pleading in a civil action shall not be construed as an initial 

communication under the FDCPA, and does not trigger the notice 

provision otherwise required in an initial communication. 

 
b. Notices required by the IRS, the GLB Act, or other federal or state laws 

regarding breach of data security are not to be treated as initial 

communications under the FDCPA. 

 
c. Collection activities can continue within the 30 days following the 

initial communication to a debtor, provided that the debtor has not notified 

the debt collector in writing that he/she disputes the debt or the debtor 

requests the name and address of the original creditor. However, any 

collection activities should not overshadow the debtor’s right to dispute 

the debt or request the name and address of the original creditor. 



 

B. Suits for Fees: These should be carefully considered as they occasionally draw a 

counterclaim raising legal malpractice. Using retainers, billing regularly, inquiring of the 

client why he/she has not paid a bill if it goes unpaid for a month and communicating 

frequently with your client can help prevent large unpaid accounts. 

 
If you do decide to sue for fees, it is advisable to consider the statute of limitations for 

legal malpractice and wait at least one year from the termination of the attorney/client 

relationship, as documented by a disengagement or closing letter. The flip side is that 

collection of debts becomes harder the longer the wait before pursuit. 

 
Attorneys should also consider the economics of suing for a fee. If the attorney draws a 

counterclaim for attorney malpractice when the attorney sues to collect an unpaid bill, the 

attorney faces a substantial risk that he/she will have to pay the deductible on his/her 

professional liability policy. 

 
III. FILE CLOSING PROCEDURES: At the conclusion of your representation, you should 

inform the client and address record retention issues. 

 
A. Complete original documents concluding matter (release executed, dismissal entry 

filed, etc.) 

 
B. Return original documents and papers to the client. Note: You may not charge the 

client for copying any documents you wish to retain for your files. 

 
C. Copy useful forms for your office form file. Do not charge client for copies of file. 

 
D. Remove duplicates and “clean out” file for storage. Decide if you will scan the file or 

store a paper file. If storing paper, be sure storage area will not be subject to dampness or 

other conditions that may render the files unusable. Be sure records are protected in event 

of disaster. If scanning files into electronic format, make certain to scan to a durable 

medium, confirm that the electronic files are readable and accessible on the storage 

medium, and keep a back up of the scanned data off-site or in a location other than the 

principal data. Also, set a regular schedule to test the integrity of the electronic files. 

 
E. Send a file closing letter to client. 

 
F. Prepare and send final bill to client. Be sure to check on all court costs and other 

expenses. 

 
G. Calendar future docket dates such as Uniform Commercial Code and judgment 

renewals. 

 
H. Send a post representation survey client survey to client. 

 
I. Enter case into closed file database for future conflicts checks. 



 

J. Comply with record keeping requirements of Rule 1.15. 
 

K. Assign date for review/destruction of file. Ask client if he/she prefers to have the file 

returned or destroyed after the assigned date. If you destroy the file, be sure to dispose of 

it in a manner that leaves no recoverable information. 

 
IV. CASE MANAGEMENT SOFTWARE: 

 
A. What It Is: Case management software (CMS) does so much that it is difficult to 

describe. To appreciate what CMS can do for you, imagine that all information about 

your client matters was centrally located, available electronically in an instant, and 

shareable with everyone in your office. The case information compiled in CMS includes 

all of your contact names, addresses, and phone numbers (the term “contacts” includes 

every person or entity that you deal with, some of whom are also clients); all the calendar 

items related to that matter on anyone’s calendar in your office,’ all the to-do list items; 

all the notes of phone calls, theories, meetings; the documents and e-mails related to the 

case; and even time, billing, and accounts receivable information. 

 
B. Key Features of a Case Management System: 

 
1. Calendar: In a perfect world, your calendar system would be office-wide, easy 

to use, and portable. You would have the ability to relate every appointment or 

task to the case to which it is relevant. The system would have redundancy and 

security built in, you’d have the ability to see other people’s calendars, and you 

would be able to determine who made any particular entry. Finally, you would 

have the ability to run reports which would allow you to see, for example, all of 

your approaching deadlines or to make sure that at least one follow up date exists 

for every open file. CMS offers all of the aforementioned capabilities. With CMS 

you can do things like: 

 
a. view all incomplete tasks for one matter regardless of whose task it is; 

 
b. see all appointments for a particular matter, no matter who is assigned 

to the appointment; 

 
c. produce a history of every task and appointment, past or present, 

complete or incomplete, in one place. 

 
2. Case Information Tracking: Since case management programs are matter- 

centric, all matter-related information is compiled in the electronic files. “Files” in 

CMS are simply electronic containers of matter-specific information. They run 

parallel to your paper files and contain the key information you might otherwise 

have to locate in the paper file in order to obtain. This same information is also 

available to everyone in your firm who works on that file. No more time will be 

wasted searching for a paper file that’s gone MIA; everything you need quick 



 

access to is stored in your CMS. Information contained in CMS includes the 

following: 

 
a. administrative information (client name, matter name, responsible 

attorney; source, client’s type of business, file type, attorney/individual 

who referred the matter to you, etc.); 

 
b. file summary (notes); 

 
c. status report; 

 
d. notes related to the file (Forget sticky notes. Make an electronic note 

that never gets lost.); 

 
e. events (collectively, tasks and appointments; you can see only yours or 

everyone’s in your firm); 

 
f. time spent (your time spent or all time spent by everyone working on the 

file; these are copies of the time entries); 

 
g. communications (yours or everyone’s) which include incoming and 

outgoing phone calls, phone messages, and e-mails; 

 
h. documents (links to the documents you’ve created for that matter); 

 
i. chronological list (recorded list of everything that has happened in the 

file since it was opened); 

 
j. research (links to the research compiled for that particular file); 

 
k. custom fields for that type of file. (For example, if it was a probate file, 

you would find the date of death, county of domicile, probate court case 

number, whether the decedent died testate or intestate, the decedent’s 

SSN, etc. You can create an unlimited number of custom fields per type of 

file.) 

 
3. Contact Management: Many times, firms buy CMS simply to create a firm- 

wide electronic rolodex. A very common problem in law firms is the 

inaccessibility to client telephone numbers, and perhaps more importantly, correct 

client phone numbers. The way contact lists are maintained in most law firms is 

usually inefficient. Each person has his/her own electronic or paper contact list, 

and if anything changes with a particular contact, each person who has that name 

on a list will, at some point, have the task of updating the record. All CMS has a 

shared contact list. Because your CMS is also a relational database, contacts are 

only entered one time, no matter how many matters or people within your firm 

they are associated with. Simply put, this means that when someone’s address 



 

changes, and that person is associated with several matters in your law firm, you 

will only need to update the address one time and the change is instantaneous for 

everyone. Furthermore, as soon as anyone in your firm adds a new contact, 

everyone else can instantly access that contact’s information through the CMS. 

 
4. Reminder Systems: There are two distinct benefits to the reminders in CMS. 

The first is that the reminders don’t show up until the day you want them to. The 

second is that they not only remind you of things, they can initiate tasks. For 

example, many CMS applications have advanced features which allow you to 

launch a phone call and/or journal, create a document from a template, run 

another program (like Excel, QuickBooks, etc.), check the status of a file, send an 

e-mail, or even visit a website based simply upon an entry you have made in your 

to-do list. Finally, reports can be run to pull out a list of file follow ups or any 

other items you’ve created in the CMS like reports on the expiration of statutes of 

limitation and the like. 

 
5. Conflict Checking: A proper conflict check involves searching all searchable 

databases in your office (or manually checking lists of clients and parties), plus 

circulating a new matter memo to all employees. If you have multiple applications 

and everyone maintains a private contact list, this can be extremely difficult. To 

make this easier, all CMS applications have conflict checking built in. With a 

properly implemented CMS, you would be able to quickly search every person 

related to any matter in your firm, including parties, witnesses, experts, and even 

notes. 

 
6. Automated Document Generation: Most CMS enables you to execute straight 

WordPerfect merges and MS Word mail merges. In this manner, you can pull 

information (names, addresses, etc.) out of the CMS and into your documents 

using standard word processor templates. Furthermore, CMS typically integrates 

with document assembly programs like HotDocs (from LexisNexis). This gives 

you tremendously more power when generating documents that utilize 

information stored in your CMS. Time is saved on even the simplest fax cover 

sheet and significant time is saved on more complex documents. Additionally, the 

documents created are consistent, no matter who sends the fax, generates the 

follow up letter, contract, trust, etc. 

 
7. Time Tracking: Cumbersome time-keeping programs which require every 

time record to be manually entered often cause attorneys with poor typing skills to 

abandon the idea of entering their own time. As a result, it is often dictated or 

written down and then given to someone else who enters the time into a billing 

program. This is an inefficient way of entering time. Two people have wasted 

time. The person writing the time could have entered it directly into the CMS, and 

the person who normally types the entries can work on something else—maybe 

even something billable! Even more so, writing down time and passing it off to 

someone else increases the possibility that transcription errors will be made. 

Handwriting is difficult to read, the transcriptionist may not know what your 



 

abbreviations mean. The list goes on. CMS streamlines the process of entering 

time. 

 
As this genre of software has evolved, more CMS applications are beginning to 

introduce built-in billing software. At the very least, a good CMS will integrate 

with many popular third-party accounting programs like PCLaw, Juris, Tabs3, 

QuickBooks, or Timeslips. For example, let’s say you have an appointment on 

behalf of a client that is billable. Since the appointment is already linked to a 

matter in your calendar, creating a time entry is a simple matter of clicking the 

timesheet button in the appointment on your calendar. Doing so creates a perfect 

time entry with no additional data entry (the appointment description is 

automatically dropped in and the length of the appointment is also recorded). This 

ability to automate time entries means that even non-typists can enter their own 

time which typically results in more time being captured. 

 
8. Communication Management: One of the most powerful features of CMS is 

the ability to manage and store communication records (usually e-mail and phone 

calls). All CMS applications allow one to easily journalize phone calls and most 

integrate with Microsoft Outlook or Novell GroupWise for purposes of e-mail. 

Not only can you save copies of your e-mails into the appropriate contacts and 

files, you can one-click bill them as well. 

 
9. Information Mobility: Lawyers who have laptops will be able to take all of 

the foregoing information about all active matters with them everywhere they go. 

Therefore, phone calls can be returned while out of the office since almost all file 

information will be on the attorneys’ laptops and searchable in the CMS. 

 
C. Main Players: There are literally hundreds of CMS options, some pre-specialized for 

use in particular practice areas, others that can be customized to work in almost any 

practice area. The following is a sample list: 

 
1. AbacusLaw by Abacus Data Systems, Inc. – 1-800-726-3339; 

www.abacuslaw.com 
 

2. Amicus Attorney by Gavel & Gown Software, Inc. – 1-800-472-2289; 

www.amicusattorney.com 
 

3. Case & Point by Corporate Legal Solutions – 1-800-597-4361; 

www.caseandpoint.com 
 

4. Case Management Groupware by Legal Files Software, Inc. – 1-800-500-0537; 

www.legalfiles.com 
 

5. CaseTrack by Economy Analysis Group, Ltd. – 207-367-2950; 

www.case-track.com 

http://www.abacuslaw.com/
http://www.amicusattorney.com/
http://www.caseandpoint.com/
http://www.legalfiles.com/
http://www.case-track.com/


 

6. Client Profiles by Client Profiles, Inc. – 1-866-720-5005; 

www.clientprofiles.com 
 

7. CLS/Summit by Computer Law Systems, Inc. (now merged into RainMaker 

Software, Inc.) – 1-800-328-1913; www.clssummit.com 
 

8. EsqWare Case Management by EsqWare, Inc. – 1-800-568-7996; 

www.esqware.com 
 

9. Law Base by Synaptec Software, Inc. – 1-800-569-3377; www.lawbase.com 
 

10. Legal Edge Law Firm Suite by Legal Edge Software – 610-975-5888; 

www.legaledge.com 
 

12. Needles by Chesapeake Interlink Ltd. – 410-363-1976; www.needleslaw.com 
 

12. Perfect Law by Perfect Law – 1-800-749-6200; www.perfectlaw.com 
 

13. Perfect Practice Case Management by ADC Legal Systems – 407-843-8992; 

www.adclegal.com 
 

14. Practice Master by Software Technology, Inc. – 402-423-1440; 

www.stilegal.com 
 

15. Prevail by Practice Technology, Inc. – 407-228-4400; www.prevail.net 
 

16. ProLaw by Thompson/West – 1-800-977-6529; www.prolaw.com 
 

17. RealLegal Practice Manager by law.com – 1-888-584-9988; 

www.reallegal.com 
 

18. TimeMatters by LexisNexis – 1-800-328-2898; www.timematters.com 
 

19. Trial De Novo by De Novo Systems – 1-800-755-9744; www.denovosys.com 
 

20. TrialWorks by Lawex – 1-800-377-5844; www.trialworks.com 
 

D. Hardware Recommendations: The hardware requirements for CMS are program- 

specific. Some require a dedicated file server; others do not. Some will work on Windows 

networks only, and some work on other network operating systems. Realistically, the 

“minimum system requirements” proffered by the manufacturers of CMS are usually far 

less than what you would want. Your best bet is to ignore the “minimum” system 

requirements and find out what the “recommended” system requirements are. Better yet, 

find a consultant who has direct experience with what does and doesn’t work. 

 
V. INTERNET SECURITY AND E-MAIL: 

http://www.clientprofiles.com/
http://www.clssummit.com/
http://www.esqware.com/
http://www.lawbase.com/
http://www.legaledge.com/
http://www.needleslaw.com/
http://www.perfectlaw.com/
http://www.adclegal.com/
http://www.stilegal.com/
http://www.prevail.net/
http://www.prolaw.com/
http://www.reallegal.com/
http://www.timematters.com/
http://www.denovosys.com/
http://www.trialworks.com/


 

 

A. Importance: It is incumbent upon you to protect confidential client information and 

defend your computer systems and data from people who may try to destroy or steal it. 

Unfortunately, many of these people use the Internet as a means of accomplishing their 

goals. Here are some things to consider: 

 
B. Internet Protection: If you’re going to connect your computer to the Internet, you 

need to make sure you’re protected. 

 
1. Four Essential Types of Protection: 

 
a. Antivirus Software: Antivirus software protects you against viruses 

which are typically transmitted via e-mail. Examples would be Norton or 

McAfee Antivirus. 

 
b. Antispam Software: SPAM is unwanted or unsolicited e-mail. An 

overload of this can make it very difficult to manage your electronic 

communications. Examples of antispam software include Cloudmark 

Desktop (www.cloudmark.com), iHateSpam (www.sunbelt- 

software.com), or Postini (www.postini.com). 

 
c. Antispyware Software: Spyware is typically software that is loaded on 

your computer without your knowledge. Typically, it gathers information 

about you as you browse the Internet and uses that information to track 

surfing habits and/or build marketing profiles (for targeting you with pop- 

up ads, for example). Spyware typically invades your privacy while 

bogging down your computer and sometimes rendering computers 

unusable. In order to detect and remove spyware and prevent future 

infections, you need antispyware software. Two excellent examples are 

SpySweeper (www.webroot com) and Spyware Doctor 

(www.pctools.com). 

 
d. Firewall: LearnTheNet.com provides an excellent definition of this: “A 

firewall is a combination hardware and software buffer that many 

companies or organizations have in place between their internal networks 

and the Internet. A firewall allows only specific kinds of messages from 

the Internet to flow in and out of the internal network. This protects the 

internal network from intruders or hackers who might try to use the 

Internet to break into those systems.” Examples of this might be a 

hardware firewall like the Linksys WRT54G router or a software firewall 

like ZoneAlarm Pro (www.zonealarm.com). 
 

2. Security Suites: There are programs that combine all of the aforementioned 

protections into a single program. It is generally accepted that none of the security 

suites contain the best of each type of protection. However, they’re very cost 



 

effective. Examples are the ZoneAlarm Internet Security Suite or the Norton 

Internet Security Suite. 

 
C. E-mail Security: 

 
1. General Information: Although the Pennsylvania Rules of Professional 

Conduct do not require the use of encryption software for e-mail communications 

with clients, they do reference attorneys to ensure that client confidentiality is 

maintained. This obligation clearly extends to electronic communications. 

Moreover, it is fairly easy to make a case that one should have little expectation of 

privacy when sending e-mail and/or e-mail attachments that have not been 

encrypted. 

 
2. Recommendations: It is a good idea to discuss confidentiality issues with any 

client you intend to e-mail. Ideally you should get permission to use e-mail for 

communicating with a client. This may be included in the engagement letter. 

When information is extraordinarily sensitive, common sense and good judgment 

should carry the day. Consider avoiding e-mail for this kind of information, or use 

(and advise a client to use) encryption software to help maintain confidentiality. 

There are many good options for encrypting e-mail. A few of samples include: 

 
a. Mail It Safe: (www.mailitsafe.com) With Mail it Safe, you have the 

ability to secure the content, to pull back messages inadvertently sent, and 

to track the receipt and consultation of your e-mail and its attachments. 

You also know in real-time if and when your recipient reviews your 

message and attachments. The Mail It Safe alert system allows you to 

receive a confirmation report at an e-mail address on your mobile phone, 

Palm or Blackberry. 
 

b. PGP Desktop E-mail: (www.pgp.com) PGP Desktop E-mail provides 

you with an automated, transparent set of encryption solutions to 

consistently secure confidential information in e-mail. PGP Desktop 

E-mail supports major e-mail security standards and will operate 

seamlessly with most popular e-mail security software solutions. For 

recipients without e-mail security, senders can encrypt files using PGP Zip 

and send the protected information as a standard e-mail attachment. 
 

 
 
 
 
 

Adapted from Barron Henley & Gretchen Koehler Mote 


